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Abstract

The performanceof serviceoverlay networksdependsprimarily on how well they takead-

vantageof thecharacteristicsandresourcesof theunderlyingnetwork.To improve performance,

therefore,serviceoverlaynetworksneedfastandaccurateinformationabouttheIP networkcon-

cerningresourceavailability, networkcongestion,routing andso on. In this thesiswe propose

ImTCP (Inline measurementTCP),a real-timeinline measurementmechanismwith very small

overheadfor measuringend-to-endbandwidthavailability in serviceoverlaynetworks.Utilizing

thetransmittedpacketsof anactiveTCPconnectionto performmeasurements,theinline measure-

mentmechanismof ImTCPhastheadvantageof yielding resultsquickly andaccuratelywithout

usingadditionalprobepackets.

In this thesis,we �rst introducea new bandwidthmeasurementalgorithmthat canperform

measurementestimatesquickly andcontinuouslyandis suitablefor inline measurementbecause

of thesmallernumberof probepacketsrequiredandthenegligible effecton othernetworktraf�c.

Wethenshow how thealgorithmis appliedin TCPthroughamodi�cation to theTCPsenderonly.

We alsopresenta systemwe designedfor storingmeasurementresultsfrom whichanapplication

canretrieve resultsdatafor any time scale.In addition,we presentexamplesin which TCPdata

transmissionperformanceis improvedby usingthemeasurementresults.

We show throughextensive simulationresultsthat the inline measurementmechanismsuc-

cessfullymeasuresbandwidthavailability in theend-to-endpathatintervalsof severalRTTswhile
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exhibiting nodegradationin TCPtransmissionspeed.Wealsoshow how measurementresultscan

beusedto preventTCPdatatransmissionfrom affectingothernetworktraf�c andhow available

bandwidthcanbeutilized moresuccessfullythanwith conventionalTCP.
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1 Intr oduction

Network measurementtechniqueshave received a greatdealattention,andnumerousmeasure-

menttoolshave beendeveloped[1–10]. Thesetoolsobserve and/ormonitornetworkcharacteris-

tics suchasthephysicallink bandwidth[5–8], availablebandwidth[1–3], delay[7], loss[9] and

topology[10] of thenetwork. The observedresultsareoftenusedfor networktrouble-shooting,

isolationof fault locations,andnetworkprovisioning [11]. Measurementtechniquescanbe cat-

egorizedinto activeandpassiveapproaches.Active approaches[1–4,7–10] inject testpackets

into thenetwork,andutilize thefeedbackinformationto derive measurementresults.Passive ap-

proaches[5, 6] do not usetestpacketsbut rathermonitor the packetsalreadytraversinga router

interfaceor a link.

As theInternetincreasinglydiversi�es andtheuserpopulationgrows rapidly, new andvaried

typesof service-orientednetworksareemerging. Calledserviceoverlaynetworks, they include

Peer-to-Peer(P2P)networks[12,13], Grid networks[14–17] andContentDelivery/Distribution

Networks(CDNs)[18–20] andIP-VPNs[21]. Serviceoverlaynetworksareupper-layernetworks

providing special-purposeservicesbuilt onto the lower-layer IP network. Their performancede-

pendsprimarily on how well they takeadvantageof the characteristicsandresourcesof the un-

derlying network. To improve performance,therefore,serviceoverlay networksneedfast and

accurateinformationconcerningresourceavailability in theIP networkto realizeadaptivecontrol

mechanisms.Someexamplesof thisare:

� P2Pnetworks.Whenaresourcediscoverymechanism�nds multiplepeershaving thesame

requestedcontents,this information is usedto determinewhich peershouldtransmitthe

contents.

� Grid networks.Whenmultiplesitescontainthesamedata,this informationis usedto deter-

minefrom whichsitedatawill becopiedor read.
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� CDNs. Whenbackupdataor cacheddatais transmitted,this informationcanbe usedto

preventothernetworktraf�c from beingdeprivedof resourcesduringthetransmission.

Ourstudyfocusesonmeasuringavailablebandwidthin thenetworkpathof a serviceoverlay

network. Many approachesfor measuringbandwidthavailability, including active andpassive,

have beenpresentedin the previous literature( [3, 5,22] andreferencestherein). However, ex-

isting measurementalgorithmscannotbeuseddirectly to measurethenetworkcharacteristicsof

a serviceoverlay network. Onereasonis that active measurementapproaches,utilizing probe

packetswith continuousmeasurements,degradetheperformanceof theothernetworktraf�c. In

addition,existing measurementtechniques,especiallythepassiveapproaches,requirea relatively

long time to collecteachmeasurementresult. We mustcollectasquickly aspossiblethe latest,

andhencemostaccurate,informationon networkcharacteristicswhenthevolumeof IP network

traf�c �uctuatesgreatly.

Basedon theseconsiderations,we proposea techniquefor measuringend-to-endnetwork

bandwidthavailability that satis�es requirementsfor serviceoverlay networks. Our methodis

basedon existing active measurementapproachesof PathLoad[3] andPathChirp[22], but does

not requirethe sendingof additionalpackets.Instead,informationon networkcharacteristicsis

collectedfrom transmittedpacketsof anexisting TCPserviceconnection.We call this approach

Inline NetworkMeasurement. Therationalbehindthis is to changeTCPfrom adata-transfer-only

tool to onethat canalsobeusedfor measurement.Themethodproposedhereis a sender-based

approach;it doesnot requirechangesto theTCPreceiver.

TraditionalTCPcanbeconsideredto someextentasa tool for measuringavailablebandwidth

becauseof its ability to adjustthecongestionwindow sizeuntil thetransmissionrateis relevantto

theavailablebandwidth.However, theresultingestimationis insuf�cient andinaccuratebecause

it is a measureof usedbandwidth,not availablebandwidth. Especially, in networkswherethe

probabilityof packetlossis relativelyhigh,TCPtendsto fail in estimatingtheavailablebandwidth.
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Moreover, theTCPsenderwindow sizeoftendoesnotaccuratelyrepresenttheavailablebandwidth

dueto natureof theTCPcongestioncontrolmechanism.A studyby TCPWestwood[23] presents

an improvedTCPbandwidthmeasurementmechanismin which theTCPsenderusesthearrival

intervals of ACK packetsto estimatethe availablebandwidthandcontrol the transmissionrate

accordingly. It is a goodmeasurementalgorithmin termsof simplicity. However, it tendstoward

underestimationwhen the available bandwidthof the networkpath transitionsfrom a low to a

high value. This is dueto the fact that whenavailablebandwidthsuddenlyincreases,the TCP

datatransmissionrate,dueto theself-clockingphenomenonof TCP, doesnot changeasquickly

andneedstime to rampup. Meanwhile,asthetransmissionratecontinuesat a ratelower thanthe

availablebandwidth,the measurementalgorithmyields resultslower thanthe real values. This

shortcomingarisesfrom the fact thatWestwoodTCP, aswith traditionalTCP, measurestheused

bandwidth,not theavailablebandwidth.

In thispaper, we �rst introducea measurementalgorithmsuitablefor theinline networkmea-

surement.Thisalgorithmperiodicallyyieldsmeasurementresultsatshortintervalssuchasseveral

RTTs. Thekey ideain measuringrapidly is to limit thebandwidthmeasurementrangeusingsta-

tistical informationfrom previousmeasurementresults.This is doneratherthansearchingout the

physicalbandwidth[3, 22], from 0 bpsto the upperlimit of the range,in every measurementas

existing algorithmsdo. By limiting themeasurementrange,we canavoid sendingprobepackets

atanextremelyhigh rateandkeepthenumberof probepacketssmall.

We thenintroduceImTCP (Inline measurementTCP),a Reno-basedTCP in which the pro-

posedalgorithmfor inline network measurementdescribedabove is included. Whena sender

transmitsdatapackets,ImTCP �rst storesa groupof � ve to 10 packetsin a queueandsubse-

quently forwardsthemat a transmissionratedeterminedby the measurementalgorithm. Each

groupof packetscorrespondsto a probestream.Then,consideringACK packetsasechoedpack-

ets, the ImTCP senderestimatesavailablebandwidthaccordingto the algorithm. To minimize

transmissiondelay causedby the packetstore-and-forwardprocess,we introducean algorithm
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similar to theRTO (roundtrip timeout)calculationin TCPto regulatepacketstoragetime in the

queue. We evaluatethe inline measurementsystemwith simulationexperiments. The results

show theproposedalgorithmworkswith thewindow-basedcongestioncontrolalgorithmof TCP

withoutdegradingtransmissionthroughput.

We alsoproposesomemodi�cations to thesocketinterfaceof traditionalTCPsothatupper-

layerapplicationscancontrol ImTCPbehavior andaccessImTCPmeasurementresults.We pro-

posea storagemechanismandnew API allowing retrieval of measurementresultsfor any given

time interval by applications.We alsopresenttwo examplesusingImTCP congestionwindow

control modesto show how measurementresultscanbe appliedto TCP datatransmission.In

background transfermode, ImTCP usesbandwidthavailability measurementresultsto prevent

its own traf�c from degradingthe throughputof othertraf�c. This allows priority to be givento

the othertraf�c sharingthe networkbandwidth. In full-speedtransfermode, ImTCP usesmea-

surementresultsto keepits transmissionratecloseto themeasuredvaluenecessaryfor optimum

utilization of availablenetworkbandwidth.Thismodeis expectedto beusedin wirelessandhigh

speednetworkswheretraditionalTCPcannotutilize theavailablebandwidtheffectively [24,25].

Theremainderof thispaperis organizedasfollows. In Section2, wediscussrequirementsfor

networkmeasurementin serviceoverlaynetworksandtheproblemsfoundwith existing network

measurementmethods. We introducethe proposedalgorithm for inline networkmeasurement

andevaluateit. In Section3, we introduceImTCP (Inline measurementTCP) andevaluateits

performance.In Section4 wediscusssomeof theimplementationissuesof ImTCP. In Section5,

we introducetwo examplesof congestionwindow controlmechanismsfor ImTCP. And �nally in

Section6, we presentconcludingremarksanddiscussfutureprojects.
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2 Inline Network Measurementin IP-basedServiceOverlay Networks

2.1 Requirements

In accordancewith thediscussionin Section1,weconsiderthefollowing factorsto betherequire-

mentsof themeasurementalgorithmof inline networkmeasurement:

� Smallnumberof packetsused

BecauseourmethodusesTCPpacketsfor themeasurement,thereisalimitation onthenum-

berof packetsavailablefor transmissionat any onetime becauseof theTCPwindow size.

SincetheTCPwindow sizeis relatively small andchangesdynamically, themeasurement

algorithmshoulduseassmallanumberof packetsaspossible.

� Little effecton othertraf�c on thenetwork

Sincethegoalof measurementis to improve the quality of servicesof theserviceoverlay

network,themeasurementshouldnotaffecteitherthetraf�c of thesupportedservicesitself

or theexternaltraf�c. Themeasurementmayadverselyaffect thenetworkin two ways:by

sendingnumerousprobepacketsandby sendingprobepacketsata high rate.

� Providing resultscontinuously

Sincethe characteristicsof the IP networkchangesconstantlyanddynamically, measure-

ment shouldprovide periodic estimationresults. Furthermore,the interval shouldbe as

smallaspossiblein orderto provideanaccuratedepictionof therapidnetworkchange.

� Providing resultsquickly

Themeasurementshouldbeperformedquickly in orderto obtainup-to-dateinformationof

theIP network. In theproposedmethod,we thereforeassigna higherpriority to measure-

mentspeedthanto measurementaccuracy.
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2.2 Existing network measurementmethods

Asmentionedin Section1, theexistingmeasurementmethodscanbedividedinto twogroups:pas-

sive measurementmethodsandactive measurementmethods.The passive methods,represented

by SPAND [5] andNettimer[6], observe passingtraf�c at somecertainpointsin thenetworkand

usethemonitoredinformationto obtainthemeasurementresults.Althoughtheseapproachesare

goodin termsof notaffectingothertraf�c, they requirequitea longtime to gatherinformationfor

accuratemeasurementresultsandmany measurementsarenecessaryin orderto estimatethechar-

acteristicsof theend-to-endpath.Furthermore,passive approachescannotprovide high-accuracy

measurementresultsbecausetheavailableinformationis very limited.

On the other hand, the active measurementmethodsinject probepacketsinto the network

andcollectthefeedbackinformationfrom monitoredresultsincludingtransmissiondelay, packet

arrival-interval time, packetlossratio andsoon. Therefore,we canexpecta higheraccuracy of

measurementresultsin anend-to-endfashionthanwhatispossiblebypassivemethods.Cprobe[1],

Topp[2], andPathload[3], arerepresentative toolsto measuretheavailablebandwidthof thenet-

work path betweentwo endhosts.Thesealgorithmswork on endhostsand requireno change

insidethe network,so they seemsuitablefor applicationto measurementin serviceoverlay net-

works. However, thesealgorithmsalsohave fundamentaldisadvantages.Oneis thatmany probe

packetsaresentata high transmissionrate.For instance,Toppsends5000packetsto obtainonly

onemeasurement,andCprobeinjects100-200probepacketsat thephysicalbandwidthspeedof

the link connectedto the senderhost. PathLoadsendsseveral 100-packetmeasurementstreams

for ameasurement.PathChirp[22] is amodi�cation of PathLoadonthepurposeof decreasingthe

numberof probepackets.But therequirednumberof packetsto besentat onetime in PathChirp

is still large. The probetraf�c canaffect othertraf�c alongthe path,for exampleby degrading

traf�c throughputand increasingthe packetloss ratio andpackettransmissiondelay. Existing

active measurementalgorithmsalso requirea long time to obtainone measurementresult (for
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Service Overlay
Network

(1) Send probe packets

(2) Echo packets

(3) Receive echoed packets
    Estimate the available bandwith

Sender Receiver

Figure1: Outlineof proposedmeasurementalgorithm

example,50-100RTTs arenecessaryto obtainoneestimationvaluein ToppandPathload).Long-

termmeasurementcanprovide an accurateresultbut cannotfollow thedynamicchangeson the

IP network.

Thus,theexistingactivemeasurementalgorithmsdonotsatisfytherequirementsmentionedin

Subsection2.1. In thenext subsection,we introduceameasurementalgorithmwhich satis�esthe

requirements.Notethatwedo not attemptto replacetheexisting active measurementapproaches

by the proposedmeasurementalgorithm. Rather, theproposedmeasurementalgorithmis useful

in theinline networkmeasurement.

2.3 Proposedmeasurementalgorithm

Figure1 shows anoutlineof theproposedmeasurementalgorithm.A senderhosttransmitsmea-

surementpacketsto a receiver host,which immediatelysendsreceivedpacketsbackto thesender

host. Thesenderthenestimatestheavailablebandwidthof thepathusingthearrival intervalsof

theechoedpackets.
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In every measurement,we usea search rangeto �nd the valueof the availablebandwidth.

SearchrangeI �

�������	��

�

is a rangeof bandwidthwhich is expectedto includethecurrentvalue

of theavailablebandwidth.Theproposedmeasurementalgorithmsearchesfor theavailableband-

width only within thegivensearchrange.Theminimumvalueof
� �

, thelowerboundof thesearch

range,is 0, andthe maximumvalueof
��


, theupperbound,is equalto the physicalbandwidth

of the link directly connectedto thesenderhost. By introducingthesearchrange,we canavoid

sendingprobepacketsatanextremelyhigh rate,which seriouslyaffectsothertraf�c. Wecanalso

keepthenumberof probepacketsfor themeasurementquitesmall.As discussedlaterherein,even

whenthevalueof theavailablebandwidthdoesnot exist within thesearchrange,we can�nd the

correctvaluein a few measurements.The following arethe stepsof the proposedalgorithmfor

onemeasurementof theavailablebandwidth� :

1. Settheinitial searchrange.

2. Divide thesearchrangeinto multiple sub-ranges.

3. Injectapacketstreaminto thenetworkfor eachsub-rangeandchecktheincreasingtrendof

thepacketinter-arrival timesof thereceivedstream.

4. Find a sub-rangewhich is expectedto includethecorrectvalueof theavailablebandwidth

usingtheincreasingtrendsof sentstreams.

5. Calculatethe available bandwidthby meansof linear regressionanalysisfor the chosen

sub-range.

6. Createanew searchrangeandreturnto Step2.

A packetstreamis a groupof packetssentat onetime for themeasurement.In whatfollows, we

explain in detail thealgorithmby which to implementtheabove steps.

1. Setinitial searchrange
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measurement stream i
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Bi-1 Bi

Bi-1 Bi

Pi,N Pi,N-1 Pi,N-2 Pi,3 Pi,2 Pi,1

N packets

Figure2: Relationshipof searchrange,sub-ranges,streams,andprobepackets

We �rst senda packetstreamaccordingto the Cprobealgorithm[1] to �nd a very rough

estimationof theavailablebandwidth.We setthesearchrangeto

�

�����������������

�

�������������

�

, where�����	������� is theresultof theCprobetest.

2. Divide thesearchrange

We dividethesearchrangeinto  sub-rangesI !"�

���

!$#&%

�	�

!

�'��(

�*)

�

�,+�+- 

�

. All sub-ranges

have theidenticalwidth of thebandwidth.Thatis,

�

!"�

��
/.

��
/.0���

 

��(1.

)

�2��(

�*)

�

+$+�+

�

 �34)

�

As  increases,the resultsof Steps4 and6 becomemoreaccurate,becausethe width of

eachsub-rangebecomessmaller. However, a larger numberof packetstreamsis required,

which resultsin anincreasein thenumberof usedpacketsandthemeasurementtime.

3. Sendpacketstreamsandcheckincreasingtrend

For eachof  sub-ranges,a packetstream
(5��(

�6)7+$+�+- 

�

is sent. The transmissionratesof

thestream'spacketsvary to cover thebandwidthrangeof thesub-range.Wedenotethe 8 -th
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packetof thepacketstream
(

asP!:9 ; ( )=<>80<@? , where ? is thenumberof packetsin a

stream)andthetimeatwhich P!A9 ; is sentfrom thesenderhostas BC!A9 ; , where BD!:9 % = 0. Then

BC!A9 ;

�

8E�F�,+$+-?

�

is setsothatthefollowing equationis satis�ed:

G

BD!:9 ;

.

BC!A9 ;�HC%

�

�

!$#&%I3

�

!

.J�

!$#1%

?

.

)

�

8

.

)

�

where
G

is thesizeof theprobepacket.Figure2 showstherelationshipbetweenthesearch

range,thesub-rangesandthepacketstreams.In theproposedalgorithm,packetsin astream

aretransmittedwith differentintervals, for this reasonthemeasurementresultmaynot be

asaccurateas the Pathloadalgorithm[3], in which all packetsin a streamaresentwith

identicalintervals. However, theproposedalgorithmcanchecka wide rangeof bandwidth

with onestream,whereasthe Pathloadchecksonly onevalueof the bandwidthwith one

stream.This reducesthenumberof probepacketsandthe time requiredfor measurement.

By this mechanism,the measurementspeedis improved at the expenseof measurement

accuracy, asdescribedin Subsection2.1.

We thenobserve K�!A9 ; , the time thepacketP!:9 ; arrivesat thesenderhost,where K�!:9 %E�ML .

We calculatethetransmissiondelay NO!A9 ; of PQ!A9 ; usingthefunction NR!:9 ;S�@K�!A9 ;

.

BC!A9 ; . We

thencheckif anincreasingtrendexistsin thetransmissiondelay
�

N
!:9 ;

.

N
!A9 ;�HC%

�T�

�O<08U<

?

�

accordingto the algorithmusedin [3]. As explainedin [3], the increasingtrendof

transmissiondelay in a streamindicatesthat the transmissionrateof the streamis larger

thanthecurrentavailablebandwidthof thenetworkpath.

Let V
! betheincreasingtrendof stream

(

asfollows:

V&!Q�

WX

X

X

X

X

X

Y

X

X

X

X

X

XZ

) increasingtrendin stream
(

.

) no increasingtrendin stream
(

L unableto determinetheexistenceof anincreasingtrendin stream
(
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As
(

increases,the rateof stream
(

decreases.Therefore,T ! is expectedto be 1 when
(

is

suf�ciently small. On theotherhand,when
(

becomeslarge, V1! is expectedto become
.

) .

Therefore,whenneitherof the successive streams[ or [\3]) have an increasingtrend

( V1^_�`V1^ #&% �

.

) ), the remainingstreamsareexpectednot to have increasingtrends

( V1!a�

.

) for [b3c�'<

(

<F ). Therefore,we stopsendingtheremainingstreamsin order

to speedup themeasurement.

4. Choosea sub-range

Basedon the increasingtrendsof all streams,we choosea sub-rangewhich is mostlikely

to includethecorrectvalueof the availablebandwidth.First, we �nd thevalueof d

�

Le<

df<g h3i)

�

, which maximizes( jJk

;�lDm

VD;

.

jJn

;�l

k

#1%

VD; ). If )c<`do<g , we determine

thesub-rangeI
k

is themostlikely candidateof thesub-rangewhich includestheavailable

bandwidthvalue. That is, asa resultof the above calculation,I
k

indicatesthe middle of

streamswhichhave increasingtrendsandthosewhichdo not. If dp�qL or dE�F r3s) , on the

otherhand,thealgorithmdecidesthat theavailablebandwidthdoesnot exist in thesearch

range
�������	��

�

. We determinethat theavailablebandwidthis larger thantheupperbound

of thesearchrangewhen dE�FL , andthatwhen dO�q T3t) theavailablebandwidthis smaller

thanthelower boundof thesearchrange.

In this way, we �nd the sub-rangewhich is expectedto include the available bandwidth

accordingto theincreasingtrendsof thepacketstreams.

5. Calculatetheavailablebandwidth

We thenderive the availablebandwidth � from the sub-rangeI
k

chosenby Step4. We

�rst determinethe transmissionrate and the arrival rate of the packetP
k

9 ; (8@�u�,+�+$+-? )

as v

wyx{z |

H

w}x{z |�~€• , v

•‚x�z |

H

•‚x{z |�~7• , respectively. Wethenapproximatetherelationshipbetweenthe

transmissionrateandthearrival rateastwostraightlinesusingthelinearregressionmethod,

as shown in Figure 3. Sincewe determinethat the sub-rangeI
k

includesthe available
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Figure3: Findingtheavailablebandwidthwithin asub-range

bandwidth,theslopeof line (i) which consistsof small transmissionratesis nearly1 (the

transmissionrate and the arrival rate are almostequal),and the slopeof line (ii) which

consistsof larger transmissionratesis smallerthan1 (the arrival rate is smallerthan the

transmissionrate). Therefore,we determinethat thehighesttransmissionratein line (i) is

thevalueof theavailablebandwidth.

On the otherhand,whenwe have determinedthat the availablebandwidthvaluedoesnot

exist in thesearchrange(
�����	��


) in Step4, we temporarilysetthevalueof availableband-

width asfollows:

�q�

W

X

X

Y

X

X
Z

���

dp�qL

��


dp�q ƒ34)

6. Createanew searchrange

Whenwe have found the valueof the availablebandwidthfrom a sub-rangeI
k

in Step5,

we accumulatethe valueasthe lateststatisticaldataof theavailablebandwidth.Thenext
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where B is thevarianceof storedvaluesof theavailablebandwidthand
•

is thenumberof

storedvalues.Thus,we usethe95%con�dential interval of thestoreddataasthewidth of

thenext searchrange,andthecurrentavailablebandwidthis usedasthecenterof thesearch

range.
�

^
is thelower boundof thewidth of thesearchrange,which is usedto preventthe

rangefrom beingtoo small. Whenno accumulateddataexists (whenthemeasurementhas

juststartedor justaftertheaccumulateddatais discarded),weusethesamesearchrangeas

thatof thepreviousmeasurement.

On theotherhand,whenwe cannot �nd theavailablebandwidthwithin thesearchrange,

it is possibleto considerthatthenetworkstatushaschangedgreatly. Therefore,wediscard

theaccumulateddatabecausethis databecomesunreliableasstatisticaldata. In this case,

thenext searchrange(
�S„

�

�	�S„




) is setasfollows:
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This modi�cation of thesearchrangeis performedin anattemptto widenthesearchrange

in thepossibledirectionof thechangeof theavailablebandwidth.

By this statisticalmechanism,we expectthemeasurementalgorithmto behave asfollows:

when the available bandwidthdoesnot changegreatly over a period of time, the search

rangebecomessmallerandmore accuratemeasurementresultscan be obtained. On the

otherhand,whenthe availablebandwidthvariesgreatly, the searchrangebecomeslarge
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Figure4: Networkmodelfor evaluationof theproposedmeasurementalgorithm

and the measurementcan be restartedfrom the rough estimation. That is, the proposed

algorithmcangive a veryaccurateestimationof theavailablebandwidthwhenthenetwork

is stable,anda roughbut rapidestimatecanbeobtainedwhenthenetworkstatuschanges.

2.4 Simulation results

ThisSubsectionshowssomesimulationresultsin ns[26] andvalidatesthemeasurementalgorithm

proposedin Subsection2.3. Figure4 shows thenetworkmodelusedin thesimulation.A sender

hostconnectsto a receiver hostthrougha bottlenecklink. Thecapacityof thebottlenecklink is

)yL‘L Mbpsandthepropagationdelayis —7L msec.All of thelinks from theendhoststo therouters

have a )yL7L -Mbpsbandwidthanda —7L -msecpropagationdelay.

Thereis backgroundtraf�c generatedby endhostsconnectingto therouters.Thebackground

traf�c is madeup of UDP packet�o ws, in which variouspacketsizesareusedaccordingto the

monitoredresultsin theInternetreportedin [27]. Thecorrectvalueof theavailablebandwidthof
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thebottlenecklink is calculatedas:
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We maketheavailablebandwidthon thebottlenecklink �uctuate by changingbackgroundtraf�c

rates.

The senderhost sendsprobepacketsto the receiver host and the receiver host echoesthe

packetsbackto thesender. Thesender, usingthealgorithmproposedin Subsection2.3, measures

theavailablebandwidthof thepathbetweenthetwo hosts.In this situation,theresultcorresponds

to theavailablebandwidthof thebottlenecklink betweentherouters.

Thenumberof sub-range , which a searchrangeis dividedinto, is decidedaccordingto the

width of thesearchrangeandthelatestresultof themeasuredavailablebandwidth,�T�	���«ª ;
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^ , thelower boundof thewidth of searchranges,is setto 10%of �
������ª . Theprobepacketsize

is 1500Bytes.

Figure5 shows themeasurementresultsof theavailablebandwidthandthesearchrangesfor

a simulationtime of —7L7L sec. During the simulation,the backgroundtraf�c is changedso that

the availablebandwidthof the bottlenecklink is ‹7L Mbps from L secto ²‘L sec,
´

L Mbps from

²7L secto )}L7L sec, ‹7L Mbps from )yL7L secto )y²7L sec, �7L Mbps from )y²‘L secto �7L7L secand ‹7L

Mbps from �7L7L secto —7L7L sec. We alsoplot thecorrectvaluesof theavailablebandwidthin all

�gures. Figures5(a)-5(c)show theresultswhenthenumberof theprobepacketsin a stream( ? )

is 3,5 and8, respectively. These�gures indicatethatwhen ? is 3, themeasurementresultsarefar

from thecorrectvalues.When ? becomeslargerthan5, on theotherhand,theestimationresult

accuracy increases.Theproposedmeasurementalgorithmcandeterminetheavailablebandwidth

rapidly, evenwhentheavailablebandwidthchangessuddenly. When ? is very small,we cannot
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Figure5: Resultsof theproposedmeasurementalgorithm(1)

determinetheincreasingtrendof thestreamscorrectlyin Step3 in theproposedalgorithm,which

leadsto theincorrectchoiceof sub-rangein Step4. Althoughtheaccuracy of measurementresults

increasesas · is increasedfrom 5 to 8, · =5 is judgedto be thebettersettingsincewe placea

higherpriority on measurementspeedthanon measurementaccuracy, asdescribedin Subsection

2.2.

We next show anotherresultin which we changetheavailablebandwidthslowly asfollows:

from 0 secto 50 sec,the availablebandwidthis 60 Mbps; from 50 secto 100sec,decreasesto
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Figure6: Resultsof theproposedmeasurementalgorithm(2)

40 Mbps; from 100 secto 150 sec,increasesto 60 Mbps; from 150 secto 210 sec,decreases

to 20 Mbps; from 120 secto 270 sec,increasesto 60 Mbps; and from 270 secto 300 secthe

availablebandwidthis 60 Mbps. The simulationresultsareshown in Figure6. When · = 3,

the estimationresultsare not accurate,but when · is 5 or 8, the resultsbecomesacceptable.

Fromthesesimulationresults,we canconcludethattheproposedalgorithmcanmeasurewell the

availablebandwidth,independentof thedegreeof changein availablebandwidth.
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Figure7: Placementof measurementprogramat TCPsender

3 ImTCP: TCP with Inline Network Measurement

3.1 Overview

In traditionalTCP, asendertransmitsdatapacketsto areceiverandthereceiversendscorrespond-

ing ACK packetsback to the sender. Basedon this characteristic,we apply the measurement

algorithmproposedin Section2 to TCPby consideringdatapacketsasprobepacketsandACK

packetsasechoedpackets.

Becausetheprogramfor inline networkmeasurementmustknow thecurrentsizeof theTCP

congestionwindow, it shouldbe implementedat thebottomof TCP layer asshown in Figure7.

Whena new TCPdatapacketis generatedat the TCP layer andis readyto be transmitted,it is

storedin an intermediateFIFO buffer (hereaftercalledthe ImTCPbuffer) beforebeingpassedto

theIP layer. On theotherhand,whenanACK packetarrivesat thesenderhost,themeasurement

programrecordsits arrival timeandpassesit to theTCPlayerfor TCPprotocolprocessing.When

ImTCP performsa measurement,the programcreatespacketstreams;it waits until a suf�cient

numberof packetsarein the ImTCPbuffer thensendsthemat the transmissionratedetermined

by themeasurementalgorithm.This is repeateduntil all streamsrequiredfor ameasurementhave
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Figure8: Structureof themeasurementprogram

beentransmitted.WhenImTCPis not performinga measurement,it passesall TCPdatapackets

immediatelyto theIP layer.

Theprogramdynamicallyadaptsto changesin theTCPwindow size.It storesnodatapackets

whenthecurrentwindow sizeis smallerthanthenumberof packetsrequiredfor a measurement

stream.This is becausetheTCPsendercannottransmita numberof datapacketslarger thanthe

window size.Ontheotherhand,whenthewindow sizeis suf�ciently large,theprogramcreatesall

streamsrequiredfor ameasurementwith everyRTT. Thatis, onemeasurementresultperRTT can

beobtainedif thewindow sizeis largeenough.Whenthewindow sizeis small,ImTCPmaycreate

only onestreamperRTT with theresultthatseveralRTTs arerequiredfor onemeasurement.

3.2 Packetstoring mechanism

Figure8 shows thestructureof themeasurementprogram.It consistsof threeunits. TheImTCP

Buffer unit storesTCPdatapacketsandpasseseachpacketto theIP layerundercontrolof theCon-

trol unit. It informstheControlunit whenanew TCPpacketarrives.TheControlunit determines

whento sendthe packetsstoredin the buffer. It receivessearchrangesfrom the Measurement

unit and createsthe measurementstreams. The Measurementunit checksthe arrival times of
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Figure9: Statetransitionin theControlUnit

ACK packetsandcalculatesmeasurementresultsusingcorrespondingsentpacketdeparturetimes

passedfrom theControlunit.

Detailsof the Measurementunit were introducedin Subsection2.3. Here,we explain the

operationof theControlunit. TheControlunit hasfour functionalstates,STOREPACKET, PASS

PACKET, SEND STREAM andEMPTY BUFFER,asshown in Figure9. The Control unit is

initially in theSTOREPACKET state.In what follows,we describethedetailedbehaviors of the

Controlunit in eachstate;

� STORE PACKET state

– Startstoringpacketsfor thecreationof measurementstreams.Setthepacketstoring

timer to endpacketstoringaftercertainlengthof time. The timer valueis discussed

in Subsection3.3.

– Go to the EMPTY BUFFERstateif the currentTCPwindow sizebecomessmaller

than ? or thepacketstoringtimerexpires. ? , asmentionedin Subsection2.3, is the

numberof packetsneededto createameasurementstream.
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– Go to theSENDSTREAM stateif thenumberof storedpacketsbecomeslargerthan

? .

– Goto thePASSPACKET stateif all packetstreamsfor thecurrentmeasurementhave

beensent.

� EMPTY BUFFER state

– Clearthetimer if it is set.

– Passcurrentlystoredpacketsto theIP layeruntil thebuffer becomesempty.

– Returnto theSTOREPACKET state.

� SENDSTREAM state

– Clearthetimeoutif it is set.

– Senda measurementstream.The transmissionrateof the streamis determinedac-

cordingto themeasurementalgorithm.During streamtransmission,packetsarriving

at thebuffer arestoredin theImTCPbuffer.

– Go to theSTOREPACKET state.

� PASS PACKET state

– Passeverypacketin thebuffer immediatelyto theIP layer.

– Go to theSTOREPACKET statewhenall ACK packetsof thetransmittedmeasure-

mentstreamshavearrivedat thesender.

Figure10 shows anexampleof how ImTCPsendspacketsfor a measurementoperation.The

changein queuelength (the numberof packetsstoredin the ImTCP buffer) is also shown in
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the �gure. We assumethat TCP sendsa new datapacketsimmediatelyafter receiving an ACK

packet. Before ¸©¹ , ImTCP transmitspacketsin the normalTCP fashionsinceImTCP is in the

PASSPACKET state.From ¸©¹ , ImTCPmovesto theSTOREPACKET state.In this state,ImTCP

datapacketsarestoredandthequeuelengthincreases.At ¸�º , thequeuelengthreaches» , setto 5

in this example,andImTCPmovesto theSENDSTREAM state.The �rst packetstreamis then

sentfrom ¸�º . After sendingthe�rst packetstream,ImTCPreenterstheSTOREPACKET state.At

¸�¼ , thequeuelengthagainreaches» andImTCPsendsthesecondstreamuntil ¸š½ . Notethat the

averagetransmissionrateof thesecondstreamassumesthesameACK arrival rate,sothequeue

lengthremainsconstantfrom ¸�¼ to ¸©½ . Therefore,thethird streamstartssendingimmediatelyafter

thesecondone,at ¸
½ . At ¸š¾ , whenthethird streamis completelysent,ImTCPreturnsto thePASS

PACKET state(here,we haveassumedthatthemeasurementrequiresonly threepacketstreams).

At ¸
¾ somepacketsstill remainin thebuffer, soImTCPmaytransmitthosepacketsat a high rate

for sometime in theperiodfrom ¸š¾ to ¸�¿ until thebuffer becomesempty. From ¸�¿ , ImTCPreturns

to sendingpacketsin normalmanner.
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3.3 Parametersettings

3.3.1 Packetstoring timer

We avoid degradingtheTCPtransmissionspeed,causedby storingdatapacketsbeforethey are

passedto theIP layer, by appropriatelysettinga timer to stopthecreationof astream.Obviously,

thereis a trade-off betweenmeasurementfrequency andTCPtransmissionspeedwhenchoosing

the timer value. That is, for large timer values,the programcan createmeasurementstreams

frequentlysomeasurementfrequency increases.In this case,however, becauseTCPdatapackets

may be storedin the intermediatebuffer for a relatively long periodof time, TCP transmission

speedmaydeteriorate.Moreover, longpacketdelaysmayleadtoTCPtimeoutevents.Ontheother

hand,for small timer values,theprogrammay frequentlyfail to createpacketstreams,leadinga

low frequency of measurementsuccess.In the following discussion,we derive the appropriate

value for the packetstoring timer by applying an algorithm similar to the RTO calculationin

TCP[28].

If we assumea normaldistribution of packetRTTs with average�

•1ÀCÀ andvarianceN

•1ÀDÀ ,

then �

•1ÀCÀ and N

•&ÀDÀ canbeinferredfrom theTCPtimeoutfunction[28]. We usethefollowing

notation;

�JÁ : RTT of a TCPdatapacket

�JÂ : The time sincethe �rst of ? successive datapacketsis sentuntil the ACK of the last

packetarrivesat thesender

�>Ã : Thetimenecessaryfor ? successive ACK packetsto arrive at thesender

We illustrate Á , Â and Ã in Figure11. We needto know thedistribution of Ã to determinethe

appropriatevaluefor thepacketstoringtimer. FromFigure11,wecanseethat:

Ã

�

Â

.

Á (1)
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Fromtheassumptionmentionedabove, Á hasanormaldistribution ?

�

�

•1ÀCÀ

�

N

•1ÀDÀ

�

. Notethat

Â is theperiodof time from sendingthe �rst packetuntil the last packetis sent(we denotethe

lengthof this periodas Ä ) plus the RTT of the last packet. That is, we canconcludethat the

distribution of Â is ?

�

�

•&ÀDÀ

3cÄ

�

N

•1ÀCÀ

�

. FromEquation(1) we thenobtainthedistribution of

Ã , as ?

�

Ä

�

��Å}N

•1ÀCÀ

�

.

Obviously, the ImTCPsendercanrecordthedeparturetimesof datapacketsto calculatethe

exactvalueof Ä . However, thiswill introduceadditionaloverheadandawasteof memory. Here,

weprovideasimpleestimateof Ä . In aTCP�o w, dueto theself-clockingphenomenon,theTCP

packettransmissionrateis a roughestimateof theavailablebandwidthof thenetworklink. The

averagetimeneededto send? successiveTCPdatapacketsis

ÄÆ�

G

�

�

?

.

)

�

(2)

where
G

is thepacketsizeand � is thevalueof availablebandwidthwhich canobtainfrom the

measurementresults.Fromthedistributionof Ã andEquation(2), wedeterminethewaiting time
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for ? ACK packetsasbelow:
G

�

�

?

.

)

�

3

´

ÅyN

•1ÀDÀ

Usingthisvaluefor thetimer, theprobabilityof successfullycollecting ? packetsreachesapprox-

imately98%dueto thecharacteristicsof thenormaldistribution. Thus,we areusinga relatively

shorttimer lengththat reducesadditionalprocessingdelayscausedby themeasurementprogram

but providesa high probabilityof collectinga suf�cient numberof packetsfor creatingmeasure-

mentstreams.

3.3.2 Number of packetsin a measurementstream

In general,somepacketswill remainin the ImTCP buffer after sendingstreamsfor a measure-

ment,asshown in Figure10. If thenumberis large, ImTCPtransmissiondelaysmayoccur. We

investigatethe relationshipbetweenthenumberof remainingpacketsand ? , thendeterminean

appropriatevalueof ? to minimizeleftover packets.ImTCPbeginssendinga new packetstream

whenthe queuelength(the numberof packetsin ImTCP buffer) becomeslarger than ? . If the

transmissionrateof thepacketstreamis smallerthanthearrival rateof ACK packets,thequeue

lengthincreasesduringstreamtransmission.This fact canbeseenfor the third streamof Figure

10.

If we examinethe casewhenthe upperboundof the searchrangeis smallerthanthe ACK

arrival ratewe canseethat all measurementstreamsare transmittedat a rate lower than ACK

arrival rate.Therefore,thequeuelengthis alwaysincreasingduringthemeasurement.Theeffect

of ? on thenumberof packetsleft in the ImTCPbuffer aftera measurementis mostobvious in

thiscase.

Supposethat K

k'Ç

��


where K

k

is thearrival rateof the ACK packetsand
�������	��


) is the

searchrangementionedin Subsection2.3. Using the notationof Subsection2.3, V
! , the time
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where  is thenumberof packetstreamsfor onemeasurementoperation.SinceImTCPstartsto

sendthe�rst streamwhenthebuffer lengthreaches? , ? is addedat theright sideof theequation.
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From the equation,we can seethat when ? becomeslarge, the numberof packetsleft in the

ImTCPbuffer alsobecomeslarge. Therefore,we concludethat ? shouldbesetto assmallvalue

aspossible.

Accordingto theresultsof Subsection2.4 is thesmallestnumberof ? thatthemeasurement

algorithm can accept. Therefore,unlessexplicitly statedotherwise,we will use ? = 5 in the

experimentalsimulationsthatfollow.
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3.3.3 Measurementfr equency

As explainedin Section2, themeasurementalgorithmusesthepreviousmeasurementresultsto

determineasearchrangefor thenext measurement.Therefore,it seemsnaturalthatonly onemea-

surementoperationshouldbeperformedfor oneRTT. If theTCPwindow sizeis suf�ciently large,

we canperformmultiple measurementsfor oneRTT by introducinga quitecomplex mechanism.

However, many dif�culties mustbe overcometo accomplishthis, including interactionof mea-

surementtasks,delayscausedby multiple streamsin oneRTT asdescribedin Subsection3.3.2,

andsoon. We thereforedecidedthatImTCPshouldperformatmostonemeasurementoperation

perRTT. OneRTT is consideredlong enoughfor ImTCPto recover thetransmissionrateaftera

measurement.

3.4 Other issues

3.4.1 Effect of DelayedACK option

When a TCP receiver usesthe delayedACK option, it sendsonly one ACK packetfor every

two datapackets.In this case,the proposedalgorithmdoesnot work properlysinceit assumes

thereceiver hostwill sendbacka probepacketfor eachreceived packet.To solve this problem,

Step3 in Subsection2.3 of the proposedalgorithmshouldbe changedso that intervals of three

packetsareusedratherthan intervals of two packets.That is, we calculatethe arrival intervals

�
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for the probepacketsin stream
(

in order to checkits

increasingtrend.Thismodi�cation hasalmostthesameeffectashalvingthenumberof packetsin

onestream,resultingin adegradationin measurementaccuracy. Therefore,thenumberof packets

in astreamshouldbeincreasedappropriately.
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3.4.2 Effect of packet fragmentation

In thecasewhereTCPpacketsaretransmittedthroughaqueueor nodefor which theMTU (Max-

imum TransmissionUnit) is smaller than the packetsize, the packetswill be fragmentedinto

several piecesin the network. The problemherebecomesa questionof whethermeasurement

resultwill still beaccurateif thepacketsin measurementstreamsbecomefragmentedsomewhere

on the way to the receiver. We arguethat fragmentationhaslittle effect on themeasurementre-

sults.Themeasurementalgorithmis basedontheincreasingtrendof thepacketstreamin orderto

estimateavailablebandwidth.Evenwith fragmentation,thestreamstill showsanincreasingtrend

whenandonly whenthetransmissionrateis larger thantheavailablebandwidth.However, frag-

mentationdoesincreasethe packetprocessingoverhead,which may in turn raisethe increasing

trendof packetstreamsif it occursat a bottlenecklink. This mayleadto a slight underestimation

in themeasurementresults.

3.5 Simulation results

3.5.1 Measurementaccuracy

Our �rst simulationusesthesametopologyasdescribedin Subsection2.4 exceptthat the UDP

senderandreceiver arereplacedby anImTCPsenderandan ImTCPreceiver, respectively. Fig-

ures12(a)and12(b)show themeasurementresultsof theproposedmethodwhenthenumberof

packets( ? ) in ameasurementstreamis � veandeight,respectively. ComparingFigure12(a)with

Figure5(b) andFigure12(b)with Figure5(c), we observe thatour measurementmethodcanbe

successfullyappliedto TCPwith no degradationin measurementaccuracy. Also, theeffect of ?

on the accuracy of measurementresultsis the sameasin the caseof Figure5. That is, ? =5 is

againfoundto bea goodsetting.

Figure13 shows thechangein throughputof ImTCPin this simulation.For comparison,we

alsoshow thecaseof RenoTCPunderthesamenetworkconditions.Fromthe�gure, we cansee
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Figure12: Measurementresultsof ImTCP
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Figure13: Throughputof ImTCPandRenoTCP

that ImTCP performsthe measurementwith a throughputalmostthe sameasthat of RenoTCP.

An importantpoint we cantakefrom Figure12 and13 is thatImTCPyieldsaccurateresultseven

whenthe currentthroughputis lower thanthe availablebandwidth.For example,from 0 secto

50 secin the simulation,althoughthe throughputof ImTCP is lessthan60 Mbps, the available

bandwidthvalueis still realized,asshown in Figure12.

3.5.2 Effect of ImTCP on other traf�c

To investigatetheeffect of inline measurementon othertraf�c sharingthenetwork,we compare

thecaseof ImTCPto thatof RenoTCPusingthenetworkmodeldepictedin Figure14. Weactivate

ImTCP andRenoTCPin turn in the networkinvolving a large numberof active Web document

accesses.Thereare220WebclientsdownloadingWebpagesfrom 20 Webserversthrougha 50

Mbpssharedlink. We usea Paretodistribution for theWebobjectsizedistribution. Accordingto

previousstudiesin [29], weuse1.2astheParetoshapeparameterwith 12 KBytesastheaverage

objectsize. The numberof objectsin a Web pageis eight. The TCP senderandTCP receiver
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connectto a sharedlink through100 Mbps links. We usea large buffer (1000packets)in the

routerat thesharedlink to help ImTCP/RenoTCPconnectionsachieve high throughputbecause,

here,theeffect of ImTCP/RenoTCPconnectionsonWebtraf�c is thefocusof thesimulation.

We run the simulationfor 500 secand �nd that the averagethroughputof ImTCP is 22.3

Mbpswhile thatof RenoTCP23.1Mbps.Theresultsthereforeshow thatdatatransmissionspeed

of ImTCPis almostthesameasthatof RenoTCP. Measurementresultsof ImTCParealsoshown

in Figure15. In the�gure, weroundthemeasurementresultsusingthis function:
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Figure15con�rms thattheImTCPmeasurementresultre�ects thechangein availablebandwidth

very well.

We comparethe effect of ImTCP andRenoTCPon Web pagedownloadtime in Figure16.

This �gure shows cumulative densityfunctions(CDFs)of theWeb pagedownloadtime of Web

clients.We canseethatImTCPandRenoTCPhave almostthesameeffect on thedownloadtime

of aWebpage.This indicatesthatinline measurementdoesnotaffectothertraf�c sharingthelink
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with ImTCP.

3.5.3 Bandwidth utilization and fair share

Two importantcharacteristicsof the Internettransportprotocolarefull utilization of link band-

width andfair sharingof bandwidthamongconnections.Weusethefollowing simulationto show

thatImTCPhasthesetwo characteristics.

We usethe networktopologyshown in Figure17 with many ImTCP connectionssharinga

bottlenecklink. Using a small buffer (200 packets)in the routerat the bottlenecklink to force

con�ict amongconnections,we vary the numberof ImTCP connectionswhile observingtotal

throughputandfairnessamongtheconnections.

Figure18(a)shows theJain's fairnessindex [30] for theconnections.This index takesavalue

from 0 to 1; ashareis consideredfair asits index is near1. WecanseethattheImTCPconnections

sharethebandwidthlink fairly. Figure18(b)shows thelink utilization of ImTCPaswe vary the

numberof connections.Also shown aretheresultswhenImTCPis replacedby RenoTCP. Wecan
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Figure17: Networkmodelfor investigatingbandwidthutilization andfair share

seethat ImTCP andRenoTCPhave almostthesamelink utilization regardlessof thenumberof

connections.Dueto thesmallbuffer sizeof thebottlenecklink, whenthenumberof connections

aresmallthetotal throughputis notveryhigh. However, whenthenumberof connectionsis large,

total throughputincreases.

We next replacehalf of theImTCPconnectionswith RenoTCPconnectionsin theabove sim-

ulationandcalculatethefairnessindex of eachconnection.Figure19 shows theresults.We also

show theresultswhen » is setto eight. Theresultsshow that ImTCPmaynot sharefairly with

RenoTCP. The reasonfor this is that ImTCP connections,dueto its packetstoring-and-forward

mechanism,may losebandwidthwhen con�icting with RenoTCPconnections.The unfairness

betweenImTCP andRenoTCPmay limit the scopewhereImTCP canbe used. We argue that

the inline measurementmechanismmaylimit theapplicationof TCP in somecases,but canen-

hanceTCPperformancein otherenvironmentswheretraditionalTCPis not effective. In Section

5 we presenttwo exampleswhereTCP performanceis improved with the inline measurement
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mechanism.
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4 Implementation Issues

4.1 Storagesystemfor measurementresults

4.1.1 Time scaleproblem

Availablebandwidthis a dynamicvalue,thatis, thevaluedependsstronglyon its timescale.De-

pendingon thecharacteristicsof applicationsin theoverlaynetwork,the requiredtime scalefor

measurementsresultsvaries.To begenerallyuseful,ImTCPmustprovidemeasurementresultsfor

any time scalethatapplicationsrequire.As explainedin Section3, ImTCPcanyield a measure-

mentresultfor severalRTTs. In otherwords,severalRTTs is thesmallestmeasurementtimescale

ImTCP canprovide. The problem,however, is that it is impossibleto storeevery measurement

resultwhenbuilding valuesfor larger time scalesdueto limitations in memoryspaceanddata

processingtime. In thefollowing discussion,we �rst de�ne therequestsfor measurementresults

thatanapplicationmaymaketo ImTCP. We thenintroducea datastoragesystemthat cansolve

theabovementionedproblems.
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Figure20: ImTCPstoragedatabasefor measurementresults

4.1.2 Application request

We assumeanapplicationwill provide thefollowing informationwith every requestfor measure-

mentresults.

� Timescale:thetime interval betweentwo measurementresults.

� Numberof measurementresults.

For example,a replicaselectionservicein a dataGrid networkmay requestfor measurement

resultsin thepast1 hours,in every 1 minute(time scale=1minutes,numberof results=60),or an

ISPtraf�c investigationcentermayrequestmeasurementresultsof every daysin thepast5 days

(timescale=1day, numberof results=5).

4.1.3 Storagesystem

Becausethe most recentrequestshave a high probability of being repeated,the systemstores

measurementresultsin the time scaleappropriateto the latestrequests.Thus, the systemcan

successfullyreply to many requestswithout requiring a large amountof memoryspace. The
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databaseshown in Figure20 storesmeasurementresultsfor an ImTCPconnectionbetweenhost

A andhostB. Theprimaryfunctionsof thesystemare:

� For everyrequestin atimescalenotcurrentlyavailablein thedatabase,aqueueis createdin

thedatabase.This queueis usedto storedatain thetime scalesrequestedwith thenumber

of datain eachqueuethesameasthenumberof requiredmeasurementresults.

� For a requestin a time scalenot currently available in the database,the system�rst re-

turnsthemostnearlysuitableresultfrom thecurrentlyavailabledata(for example,an av-

erageof resultsfor threeweeksis returnedwhentheresultfor onemonthis requestedbut

unavailable)thenstartscollectingdataappropriateto the request.The systemwill return

increasinglyaccuratevaluesfor subsequentrequestsof thesametype.

� WhenImTCPproducesanew measurementresult,all entriesin all queuesareupdatedwith

theresult.

� Eachqueuerecordsits idle time(thetimeelapsedfrom thelastrequestfor datain thequeue

to thecurrenttime). Whenthestoragespacelimit is reached,thequeuewith thelongestidle

time is discarded.

4.2 API for ImTCP

Sothatupper-layerapplicationscanuseImTCPeasily, weaddednew functionsto theTCPsocket

interfacewith thefollowing objective:

� Applicationcanrequestmeasurementresultsfrom ImTCP.

� ApplicationscanusesomeImTCPspecialtransmissionmodes.

Note that measurementresults,in additionto beingpassedto applications,canalsobe usedto

controlImTCPtransmission.In Section5 weintroducetwo examplesof transmissionmodes.The
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socketinterfaceallowsanapplicationto selecttheImTCPtransmissionmode.Detailsof thenew

functionsaregivenbelow.

New functionsà á

void measure control (tcp Socket*
Þ

,int
ž	™�›

)

Þ

: Pointerto socketdatastructure

ž	™�›

�@) : ImTCPexecutesthemeasurement

ž	™�›

�FL or othervalues:ImTCPdoesnotexecutethemeasurement

void measure (tcp Socket*
Þ

,int
£

)

Þ

: Pointerto socketdatastructure

£Q�

�@)7â	�,+$+$+

�

: ImTCPtransmissionmodes

double*measure result(tcp Socket*
Þ

,double
Þ}ž

,int
¢¤œ

•

)

Þ

: Pointerto socketdatastructure

Þyž

: timescale

¢¤œ

•

: numberof measurementresults

returnedvalue:
¢�œ

•

measurementresults
ã ä

46



5 TransmissionModesof ImTCP

Herewe introducetwo examplesin which ImTCPcontrolsthe transmissionusingmeasurement

resultsto obtainperformancethatis not realizablewith traditionalTCP.

5.1 Background transmission

In a CDN servicesuchasAkamai [18] or Exodus[19], originatingWeb serversandWeb proxy

(caching)serversaredeployedin the network in a distributed manner[31,32]. Whena proxy

server receives a documenttransferrequestfrom a Web client, it checksthe documentcache

and,if therequesteddocumentis not present,redirectstherequestto theoriginatingWebserver.

In addition,someproxy serversperformWeb prefetching,that is, transferringin advancethose

documentsthatWebclientsareexpectedto requestin thenearfuture[33,34]. Thesetwo typesof

transmissionarereferredto asforegroundtransferandbackgroundtransfer, respectively. Since

foregroundtransfersshouldbe completedassoonaspossible,backgroundtransfersshouldnot

affect foregroundtransferperformance.Suchprioritization mechanismsmay be realizedby an

additionalmechanismin theunderlyingIP networksuchasDiffserv[35]. However, thisappearsto

violatethe”end-to-endprinciple” andconsiderablylimits theservicedeployment.Rather, service

differentiation(betweenforegroundandbackgroundtransfersin the currentcontext) shouldbe

performedatendhosts(correspondingto originalWebserversandWebproxyserversin thiscase)

by assumingthatnosuchIP networkmechanismsexist.

Onepossiblewaytodeploysuchmechanismsis to usenetworkmeasurementtechniquesto es-

timateavailablebandwidthandregulatethesendingrateof backgroundtransfersto avoid degrad-

ing the performanceof foregroundtraf�c. Here,we introducean exampleshowing that ImTCP

successfullyperformsthe backgroundtransferrole using its measurementresults. We call this

typeof ImTCPdatatransmissionbackgroundmode.

Themainideais to setanupperboundon thecongestionwindow sizeaccordingto estimated
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valuesso that the transmissionratedoesnot exceedthe availablebandwidth. This reducesthe

effect ImTCPhasonothertraf�c in thesamenetworklinks. We usethefollowing controlmecha-

nism.When

¦åÅyK�V�V4Å �

Ç

[æÅy?

weset

G

d
‡Cçƒè

•1¨

�c¦RÅ K�V�V>Åy�

where � is the estimatedvalue of availablebandwidth,
G

d
‡Cçƒè

•1¨

is the upperboundof the

congestionwindow sizeand ? is thenumberof packetsfor ameasurementstream.Theparameter

¦ canrangefrom 0 to 1. When ¦ is small, ImTCP useslessbandwidthandinterferesonly very

slightly with foregroundtraf�c. When ¦ is near1, ImTCPusesmorebandwidthandits effect on

foregroundtraf�c grows. We settheupperboundof thecongestionwindow size(
G

dß‡Dç/è

•1¨

) to

¦�Å�K�V�V2Å�� only whenthevalueis largeenoughfor ImTCPto continueperformingmeasurements

well. We do not usethevalueto restrainthewindow sizewhenit becomessmallerthan [\Å¤? ,

where[ is setto 5. (Notethatupto four packetstreamsareneededfor ameasurement.Therefore,

whenthecongestionwindow sizeis smallerthan ²SÅ}? , themeasurementtaskbecomesdif�cult.)

We �rst examinethebehavior of thebackgroundmodeof ImTCPwhentheforegroundtraf�c

is persistentTCPconnections.Wegenerateforegroundtraf�c from four TCPconnections,eachof

which passesthrougha 10 Mbpsbottlenecklink beforepassingthe50 Mbpssharelink, asshown

in Figure21. Therefore,in casewhenthereis no backgroundtraf�c, thetotal transmissionratein

theforegroundis approximately40 Mbps,ascanbeseenfor 0-30secin Figure22. At 30 secin

thesimulation,we activatethebackground�o w throughthesharedlink. Thebackgroundtraf�c

doesnot passthroughany link with smallerbandwidththanthesharedlink. In thesimulation,¦

is setto L,+Š‰ .

Figure22shows thechangein throughputof foregroundtransferandbackgroundtransferasa

functionof simulationtime. In thecasewherewe useRenoTCPfor thebackgroundtransfer, we
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Figure21: Networkmodelfor evaluationof ImTCPbackgroundmode
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Figure23: CDF andaverageof Webpagedownloadtime

�nd thatthebackgroundtraf�c greatlyaffectstheforeground,ascanbeseenin Figure22(a),where

theaveragethroughputof foregroundtraf�c becomes30 Mbpsandthatof thebackgroundis 16

Mbps. Whenwe useImTCPbackgroundmodefor backgroundtransfer, we �nd thatImTCPcan

exactly estimatetheavailablebandwidthin thesharedlink (10Mbps)andsuccessfullypreventits

transmissionratefrom exceedingtheestimatedvalues.Theaveragethroughputof theforeground

traf�c is 39 Mbps total and that of the backgroundtraf�c about9 Mbps (Figure22(b)), which

matcheswell with thesettingof thevalueof 0 (=0.9).

Wealsoexaminethebehavior of ImTCPin backgroundmodewhenforegroundtraf�c is origi-

natedwith Webdocumenttransfers.WereplacetheImTCPconnectionin thesimulationin Figure

14 with a backgroundmodeImTCPconnection.Figures23(a)and23(b)comparethedownload

time for WebpagesunderImTCPandRenoTCP. We �nd thatImTCPhasonly a verysmalleffect

onthedownloadtimeof theforegroundWebtraf�c. Theaveragethroughputof ImTCPin thiscase

is about70%thatof RenoTCP. Figure24showsthemeasurementvalueandthroughputof ImTCP

connectionasa functionof simulationtime in thiscase.Notethatthethroughputof ImTCPdoes

notapproachtheactualvalueof availablebandwidth.ThisindicatesthatImTCPbackgroundmode

is successfullyavoiding interferencewith Webtraf�c. And we canalsosaythatthemeasurement
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resultsin thiscasecon�rm thatImTCPin backgroundmodeperformsthemeasurementverywell.

5.2 Full-speedtransmission

Finally, we introduceanotherexampleof a modi�ed congestioncontrolmechanismto show that

ImTCPcanenhancelink utilization usingits measurementresults.

TCPconsiderspacketlosseventsasindicatorsof bandwidthstarvationandconsequentlyde-

creasesthetransmissionratewheneverpacketlossesoccur. Therefore,in wirelessnetworkswhere

packetsmay be lost due to channelnoise, TCP tendsto use the available bandwidthineffec-

tively [36]. Similarly, in satellitenetworksandhigh-speednetworks,wherethebandwidth-delay

productof an end-to-endpathis extremely large,TCPwith traditionalcongestionavoidancere-

quiresa long timeandanextraordinarilylow packetlossprobabilityto fully utilize thelink band-

width [25].

To improve TCPthroughputin wirelessnetworks,aggregationof multiple TCP connections

[37] canbeused.Our approachis similar to theapproachintroducedin [23] in which theband-
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width measurementresultsareusedto improve theTCPperformance.For high bandwidth-delay

productnetworks,onestudybasedon realnetworkexperiments[25] proposesa moreaggressive

mechanismfor increasingwindow sizeto achievehigherutilizationof thenetworklink bandwidth.

Ourapproachintroducesamoreavailable-bandwidth-awarewindow sizeadjustment.

We modify only the congestionavoidancephaseof the TCP congestioncontrol mechanism

becausethe slow-startphaseis fastenoughto obtain the link bandwidth.The ideais to usethe

measurementresultto adjusttheincreasingspeedof thecongestionwindow size.Whentheavail-

ablebandwidthis large,thewindow sizeincreasesquickly tomakefull useof availablebandwidth,

andwhentheavailablebandwidthis small dueto the existenceof othertraf�c, the window size

increasesslowly. Wecall this typeof ImTCPdatatransmissionfull-speedmode.

In thecongestionavoidancephase,wedonot increasethecongestionwindow size( ç/è

•&¨

) by

onein everyRTT. Instead,weusetheadjustmentgivenin thefollowing equations.

çƒè

•1¨

�qç/è
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In theequation,
1E�31/4

)

�

is a parameterthatdetermineshow fastthewindow sizeincreases.If
1

is large,ImTCPcansuccessfullyutilize thebandwidthlink, but it mayencroachbandwidthshare

of otherconnectionsandcauseunfairnessin thenetwork.When
1

is smallor equalto 1, ImTCP

behavesthesameasRenoTCP.

Weusethetopologyin Figure25to investigatetheperformanceof ImTCPin full-speedmode.

TheImTCPsenderandImTCPreceiver is connectedby two routerswith Gigabitlinks. Therefore,

the500Mbps link betweenthe two routersbecomesthebottlenecklink in the path. We assume

thebuffer of theTCPreceiver is largesotheTCPthroughputcanachieve 500Mbps. Thebuffer

sizeof therouterat thebottlenecklink is alsolarge(2000packets).We comparethethroughput

obtainedwhenusingImTCPin full-speedmode,High-SpeedTCP(HSTCP)[25] andRenoTCP
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Figure25: High speednetworktopology

for datatransmissionin thenetwork.

Figure26(a)showsthechangesin thecongestionwindow sizeof TCPconnections.RenoTCP

requiresa long time to reacha large window size. HSTCPincreasesthe window sizequickly

to fully usethe free bandwidth,however, the increasingspeedis non-sensitive to the available

bandwidthsuchthat packetlosseventsoccur frequently. Therefore,overall, the throughputof

HSTCPis not aslargeasexpected.ImTCPincreasesthewindow sizequickly whenthewindow

sizeis smallanddecreasesthespeedwhenits transmissionratereachestheavailablebandwidthto

avoid packetlosses.Therefore,thethroughputof ImTCPis betterthantheothers,ascanbeseen

in Figure26(b).

Finally, wecomparethethroughputof ImTCPin full-speedmodewith RenoTCPin awireless

network.We inserta 2 Mbpsnetworklink in thepathbetweena TCPsenderandTCPreceiver to

simulatea wirelesslink, asshown in Figure27. We vary thepacketlossrateof thenetworklinks

and�nd thatImTCPcanachievea largerthroughputthanRenoTCPwhenthelossrateis high,as
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Figure26: Comparisionof TCPwindow sizesandthroughputs

shown in Figure28. Parameter5 is setto 100 in this case.Whenthe packetlossrateis high, a

highervaluefor parameter5 canhelpImTCPobtainhigheravailablebandwidth.Whenthepacket

lossrateis low, thevalueof 5 shouldbelow sothatImTCPwill sharebandwidthfairly with other

traf�c. We will investigateanappropriateadaptive controlmechanismfor 5 in futureworks.
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6 Conclusion

In this thesis,we introduceda methodfor measuringthe availablebandwidthin a pathbetween

two endhostsusinganactive TCPconnection.We�rst constructeda new measurementalgorithm

thatusesarelatively smallnumberof probepacketsandyetprovidesperiodicmeasurementresults

quickly. We presenteda numberof simulationresultsin orderto validatetheeffectivenessof the

proposedalgorithm.We thenappliedtheproposedalgorithmto anactive TCPconnectionandin-

troducedImTCP, aversionof TCPthatcanperformmeasurementof theavailablebandwidth.We

evaluatedImTCPthroughsimulationexperimentsandfoundthattheproposedmeasurementalgo-

rithm workswell in TCPwith no degradationin TCPdatatransmissionspeed.We alsodiscussed

someimplementationissuesof ImTCPandintroducedexamplesof ImTCP specialtransmission

modes. The implementationof ImTCP is currently in progressandhasachieved someof the

expectedresultsin theinitial steps[38].

In futureprojects,wewill developnew transmissionmodesfor ImTCPaswell asevaluatethe

performanceof thoseintroducedin this thesis.We will alsoconsidera bandwidthmeasurement

algorithmthatcanbedeployedat theTCPreceiver. Moreover, weintendto developinline network

measurementtoolsthatcanbeappliednotonly to availablebandwidthbut to othercharacteristics

of networklinks aswell, suchasbottlenecklink capacityandpacketlossrate.
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