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Abstract Recently DDoS (Distributed Denial of Service) attacks to public servers become more serious. SYN
Flood attacks which misuse the specification of TCP (Transmission Control Protocol) are used most frequently since
the malicious attackers can easily generate attacking traffic to make public servers unavailable. More quick and
accurate defence mechanisms against DDoS traffic (especially SYN Flood) are more important to keep survive of
services. One of difficult problems of detecting SYN Flood traffic is that server nodes or firewalls cannot distinguish
SYN packets of normal TCP connections from SYN Flood attacked packets. Moreover since the rate of traffic may
vary by time, we cannot use an explicit threshold of SYN arrival rates to detect the SYN Flood traffic. In this paper
we introduce more accurate detection mechanism of SYN Flood traffic by taking time variance of arrival traffic into
consideration. We first investigate the statistics of arrival rates of both normal TCP SYN packets and SYN Flood
attack packets. We then propose a new detection mechanism based on the statistics of SYN arrival rates. Our
results have shown that we can model the arrival rate of normal TCP SYN packets to the normal distribution. By
using our analytical results we show that our proposed mechanism can detect SYN Flood traffic more quickly and
accurately regardless of time variance of the traffic.
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