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Abstract— In this paper we propose a multi-path routing have investigated selfish routing using a game theoretical
scheme based on a biologic.ally inspired 'attractc.)r'seltlacnio approach, cf. [6], [7], [8]. In [1], suggestions are made to
model. The advantage of this approach is that it is highly improve the overall stability of the system by imposing
noise-tolerant and capable to operate in a very robust gome restraints on the degree of selfishness.
manner under varying environmental conditions. Further- Unlike [9], [10] [11], we will consider in this paper
more, the route selection is performed in accordance to L lti-nath ' work and intenti P p ¢
the recommendations given in [1] to reduce the selfishness® ggnenc mu_ I-pa ng wor .an our ntention 1S 10

provide a basic mechanism to improve the robustness of

in favor of an improved overall system performance. ’ : e
Index Terms—attractor selection, multi-path routing, ©Overlay routing. Since our method uses the noise inherent

selfish routing, dynamic system in the network to drive the path selection decision, it is
highly resilient to external noise influences. Furthermore,
|. INTRODUCTION the routing decisions follow the guidelines given in [1]

Biologically inspired algorithms are known to beo reduce the selfishness of each individual flow, in
extremely robust and able to adapt well to different ewrder to obtain a better and more stable system-wide
vironment conditions. Imitating biological mechanismperformance.
has often inspired researchers to conceive algorithms thaThe remainder of this paper is as follows. We will
perform well in uncertain environments. One exampldiscuss our assumption on the network architecture and
is the application obwarm intelligencd2] in telecom- multi-path routing in Section Il. Section Il describes
munication networks, cf. [3], [4]. Highly distributedthe underlying theoretical model. In Section IV we show
individuals operate toward a common goal throwgilg- how we use this model in the framework of multi-path
mergy where they interact indirectly by modifying therouting and give some examples with numerical results.
environment. Finally, the paper is concluded with an outlook on future

In this paper we propose a “no-rule” multi-path routwork.
ing scheme which is based on a biological attractor
selection model. The purpose of our model is to provide
a self-adaptive path selection scheme for multi-path
overlay networks that operates in a robust manner. Weln this section we will discuss the key issues in our
consider application level routing in overlay networkadaptive multi-path routing approach. In the systems we
as most promising application for our model, as thare considering, no centralized control takes place, i.e.,
allows greater flexibility in controlling the routing taskpath selection is performed entirely based on locally
without modifying the underlying IP routing schemeavailable information. Furthermore, our method requires
This issue has been discussed e.g. for RON [5] as am knowledge of the network topology. The goal is to
overlay architecture which is able to improve the logdistribute the total traffic flow from source to destination
rate and throughput over conventional BGP routing duser M routes with transmission rates; as shown in
to its faster reaction to path outages. Fig. 1. The flow is split up such that the major part is

However, end-to-end route selection schemes as emdted at a high bitrat&®; over theprimary path while
ployed in overlay routing are of a highly selfish nature, dbe remaining parts are equally distributedsstondary
they greedily choose paths that offer the highest perfqrathswith lower bitrate R;,.
mance, regardless of the implications on the performancelhe algorithm we propose in this paper operates in
and stability of the whole system. Several publicatioribe following way. When a new flow between source

II. OUTLINE OF THE MULTI-PATH ROUTING
APPROACH
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primary path L . .
Vs to certain input valueg; at which the system is stable.
my . .
source O\O/ The locations of these attractors in the phase space are
entirely determined by the differential equation system
O\Q-/-' destination describing the dynamics of the output values Further-

> more, the differential equations of; are stochastic since

secondary paths they contain an influence from a Gaussian random term.

The selection of the appropriate attractor (i.e. solutidn) o
the system is performed based on the current input values
¢; and changes are triggered by antivity term 0 <

and destination arrives, the paths are established. Siflcs 1- The activity o tunes the degree of randomness

we have no knowledge about the topology, the Sourggntrolllng the dynamic system. i = 0, the systgm
must send probing packets which are forwarded to tﬁgrforms a random walk, whereas fer> 0, the noise
destination. This happens with RREQ and RREP packéﬁguence IS reduc_ed and the system converges to one of
similarly to AODV [12]. However, not only a single routethe attractqrs, Wh'.Ch appears as the be;t sqlutlon. .

is determined in this way, but the/ best feasible paths The basic principle of attractor selection is shown in

are stored. Once the first path is found, the transmissi%rﬁ example n F'g.' 2. Until “T“* = 500 the system IS
can begin over it. Subsequently adding and removi able with no particular reaction toward any input value.

paths imposes no problem to the mechanism as we i}hen 500 < t = 1000 we introduce some external

show later it can operate seamlessly when the numﬁ%nlltjen;fe.tby dmodlf)t/mg thg mputd vectorlsk. .Th's fcauseds
of paths is changed. However, the number of patH%a activitya: drops to 9 and a random walk IS performe

should be kept within certain limit84,,;, (not less than for the output valuesr;. After ¢ > 1000 a new stable

3) and M,,,,. Once the number of current pathg condition is found withmy > m4 and it is maintained

reaches\i, ;.. the discovery of additional paths is agaiHnt” anothe_zr external influence occurs. This is reflected
by an activity term0 < o < 1.

Fig. 1. Primary and secondary paths

activated.
The transmission rates; are automatically selected 3
. system external a new stable solution

by our method according to measured values of the path o5 | isstwble influence isfound

. . . causes
metric ¢; of each pathi. In order to reduce the overhead random walk
of the routing method itself, we suggest to use an w 2 A
T . . [}
inline measurement approach for obtaining these values, 2 154 ’
e.g. round trip times of packets. These measurements = 1
are updated at regular intervals which we denote as & s \ "I\ a
measurement windoW,;. Based on the received metric 05 A \W
values a new best solution is obtained and selected every 0 :

. 0 500 1000 1500 2000
Tr intervals. time [units]

I11. ADAPTIVE RESPONSE BYATTRACTOR

Fig. 2. Basic principle of attractor selection
SELECTION

We now consider the biological model fétdaptive B. Features of the Biological Model
Response by Attractor Selecti¢ARAS) presented in The original attractor selection model for a biological

[13]. ARAS is & model for its hosk. coli cells to adapt system was introduced in [13]. The biological model

to changes in the availability of a nutrient for which NYascribes two mutually inhibitory operons wheng and

molecular machinery is available for signal transductlo,,%2 are the concentrations of the mMRNA that react to

from the environment to the DNA. The appealing featur't?ertain changes of nutrient in a cell. The basic func-

of this mechan_ism Is that it is_ highly noise—t(_)lera_nt anﬁjonal behavior is described by the following differential
can even be stimulated by noise. Therefore, in this pa'%‘ﬂuation system

we will use ARAS as a robust, noise-tolerant algorithm

for multi-path routing in communication networks. dmy  syn(a)

A. Sketch of the Basic Idea dt 1+ mj )
)

The basic idea of ARAS is that attractors form so- dma _ syn(a) deg(a) ma + 72

lutions for the optimal assignment of output values dt 1 +mi
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The functionssyn(«) anddeg(«) are the rate coeffi- nutrient 000 < ¢ < 8000), m; compensates this by
cients of mMRNA synthesis and degradation, respectiveigcreasing its level. When both nutrient terms are fully
They are both functions ofy, which represents cell available again§000 < ¢ < 10000), activity o becomes
activity or vigor. The terms); are independent whitel again. An interesting feature can be observed after
noise inherent in gene expression. t = 10000. Here, the random walk causes the system

The dynamic behavior of the activity is given as: to search for a new solution, however, it first follows

dev pro a wrong direction until about = 12000, causinga to
M o —consa, (2) become nearly 0. As soon as the system approaches the
I1 [(%) + 1} direction toward the correct solution agaim,recovers
i=1 and the system gets stable again.
where pro and cons are the rate coefficients of theC
production and consumption ef. The termnutrient; ’

represents the external supplementation of nutiiemtd ' "€ basic biological model from [13] is not directly
nutr_thread; andn; are the threshold of the nutrienPPlicable as itonly considers a two-dimensional system,

to the production ofv and the sensitivity of nutrient whereas the multi-path problem is of a higher dimension.
respectively. Let M > 2 denote the number of paths among which

A crucial issue is the definition of the propegn(a) we split up the traffic from the source to destination. Let

and deg() functions. In our case, the ratio betweeHS definé the following notation.

syn(a) anddeg(a) must be greater than 2 to have two m=[mi,...,muy]" 7 = max mj
different solutions of Eqn. (1) when there is a lack of J

one of the nutrients. When it is equal to 2, there is onlgere, m is the vector over allm; and m is their
a single solution forn; = my = 1. The functions are maximum value. The dynamic behavior of eaeh is

Extension of the Mathematical Model

defined in [13] as given in Eqgn. (3). determined by the following system a¥/ equations,
6o cf. Eqn. (4).
syn(a) = 2+ a deg(a) = o 3 dm; syn(a)

. . o dt :1+m2_m2—deg(oa)mi—i—(’y—a)”m 4)
The system reacts to changes in the environment in i
such a way that when it lacks a certain nutriéntt Beside the inclusion of the maximum a#; in (4),
compensates for this loss by increasing the correspoitddiffers from the original equations by controlling the
ing m; value. This is done by modifying the influenceactivity « with the parameters andv. Furthermore, for
of the random termy; througha, see Fig. 3. Whem is the sake of simplicity we define
near one, the equation system operates in a deterministic syn(a)
fashion. However, whem approaches 0, the system is (o) = deg(a)”

dominated by the random termg and it performs a _ _ _ o _
Solving equation systend) for its equilibrium, i.e.

random walk. J _
& — (), yields results of the type

dat
T
7 — [o,..., o]
with £ = 1,..., M and the components of the vector are

1 2 _ if 5 —
mgk) _ )3 ( 4+ p(a) 4,0(04)) if i =k,
() otherwise.

3

25

2

15

values

1

05 Since the transmission rate, for a certain pathk is

0 higher than the other rates;, i # k, we distinguish the
0 5000 10000 15000 20000 . .
time [units] paths intoprimary and secondary paths
The eigenvalues of the Jacobian matrix of (4) at
Fig. 3. Biological attractor selection model the solutionsz(*) always reveal negative values, thus,
leading to stable attractors [14]. Note thatzit= 1/1/2
In Fig. 3 we can recognize the following behaviomwe have a special point, as the solutiail§) are only
When bothm; values are equal, the activity is highestiefined whenp(a) > ¢*. For ¢o(a) = ¢* we obtain a
and equal to 1. As soon as there is a lack of the firsingle solutior with the same entries, z; = ().
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To fully define the model, we need to give the basithe system has not yet converged.
dynamic behavior of the activityx and the functions

syn(a) and deg(«). Based on the above mentioned 1 bnaz — bmin < A
constraints, the quotienp(a) should be a decreasing @ =1¢085 lp+ H >l (7)
function with p(1) = ¢*. 0 otherwise

syn(a) = o (gm + (p*) deg(a) =a (5) When all/; lie within a marginA, i.e.,{paz —lmin < A,
we seta™ = 1 and have no special preference for a path.
The parametep in Eqn. (5) is used to scale the outpu©n the other hand, whefy, + H > /4, the current
values to a given co-domain. solution is still valid ando* = 0.85, otherwisea™® = 0.

The functiona maps the input value to the activity Here,H is the hysteresis threshold. The randomization of
and is the driving function for the whole routing operthe paths implicitly takes place, as the system sometimes
ation as it controls the influence of randomness on tgenverges to a suboptimal solution.

Eqn. (4). To characterize, we map it to three discrete
valuesa* based on certain conditions. If all paths should
be treated equally, we saet = 1. However, if the current
primary path is not the best path anymore, we choose a
fixed value smaller than 1, e.g* = 0.85. Otherwise,

no suitable solution has been found and the search for
a more appropriate solution is performed with a random il gl Ll i
walk, i.e. a* = 0. The dynamic behavior of function o 20 43236 [u,?.ii‘j 8000 10000
simply follows

0.8 4

06 A m

04
0.2

normalized metrics £,

(a) Measured path metrids

do .
Pk (o —a) (6) .
with the adaptation rate of. In our experiments we use g o8
a value ofo = 0.5. z
N 04
§ 0.2
V. APPLICATION OFATTRACTOR SELECTION TO g Y
MULTI-PATH ROUTING O ety oo
In this section we adapt the activity functiam to (b) Transmission rates:;
the specific case of multi-path routing. The; values
represent the (normalized) transmission data rates for 1
each pathi. If eachm; is chosen entirely selfishly, it 0_8|
leads to a significant decrease in the overall system-wide S l
performance. For this reason, [1] suggests three restraint E o4
on this greedy behaviori)(randomization in the route s 02[
selections, () route changes performed with a hysteresis |
threshold, andiif) increase of the time interval between b 2000 e [ 00 o000
route changes.
To include such conditions in our model, we propose (c) Activity o
the following activity function. Letk be the index of
the currently chosen primary path arg.. and ¢,,;, Fig. 4. Example scenario with/ = 5 paths

be the maximum and minimum of all link metric values

¢; € [0,1], respectively. We consider normalized metric An example scenario is depicted in Fig. 4. In this
values, with higher values being preferred for choosingexample we selected = 0.1 and H = 0.2, Ty = 200,
path, e.g. available bandwidth. We perform these routiagpd v = 1.5. We varied the normalized link metrids
updates after an interval dfg and measurements aresuch that they have high values during certain periods
taken during the measurement wind@4;. The updates shown in Fig. 4(a) and low (zero) values else. The
of the targeta™ are only performed after evef§jr or if resulting normalized transmission rates are depicted in
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Fig. 4(b). It can be seen that whenever the environmemtiot of research issues remain open. We concentrated
changes due to better available paths, the system adaptthis paper on the mathematical formulation of the
in an appropriate way. Note that sometimes a short tirattractor selection method itself and only briefly outlined
is required until the system converges to a new solutiathe path set-up phase. A more detailed discussion of
mechanism to search for new paths and the evaluation of
the overall network stability are required. Furthermore,
Gand & the investigation of mappings based on different input

values and their combinations, as well as the application
of this scheme in an ad-hoc/sensor network environment
is subject to future work.

normalized metrics £,

% 2000 4000 6000 8000 10000 ACKNOWLEDGMENTS
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