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A New TCAM Architecture for Managing ACL in Routers
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SUMMARY Ternary Content Addressable Memory (TCAM) is a spe-
cial type of memory used in routers to achieve high-speed packet forward-
ing and classification. Packet forwarding is done by referring to the rules
written in the routing table, whereas packet classification is performed by
referring to the rules in the Access Control List (ACL). TCAM uses more
transistors than Random Access Memory (RAM), resulting in high power
consumption and high production cost. Therefore, it is necessary to re-
duce the entries written in the TCAM to reduce the transistor count. In
this paper, we propose a new TCAM architecture by using Range Match-
ing Devices (RMD) integrated within the TCAM’s control logic with an
optimized prefix expansion algorithm. The proposed method reduces the
number of entries required to express ACL rules, especially when specify-
ing port ranges. With less than 10 RMDs, the total number of lines required
to write port ranges in the TCAM can be reduced to approximately 50%.
key words: Access Control List (ACL), hardware cost, IP router, prefix
expansion, Ternary Content Addressable Memory (TCAM)

1. Introduction

The need for high-speed Internet communication has
prompted many researchers to design fast network architec-
tures. One of the crucial components in any architecture is
the router. Routers are network devices used for forwarding
and classifying packets and usually consist of a specialized
operating system and memory. More specifically, when a
router forwards the packets, it uses forwarding tables to as-
sociate destination networks with output ports. Upon every
packet arrival, the table is searched for the appropriate entry
specifying which port and the IP address the packet should
be forwarded to. In the case of access control, the Access
Control List (ACL) is searched to determine whether the
packet should be permitted or denied, causing the packets
to be forwarded to the destination or to be dropped.

According to [1], the rules in an ACL of a typical en-
terprise network gateway consist of approximately 5,000
entries, a number that is also expected to increase due to
greater awareness of network security. Access control pol-
icy is becoming more restrictive and shifting from “reject
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unnecessary traffic” to “transmit only the minimal amount
of legitimate traffic” leading to a tendency toward more rules
defining which specific packets are legitimate rather than
just denying a group of packets. Therefore, in both cases,
it is necessary to search for a certain object that quickly
matches the given criteria from an enormous candidate set.

These ACLs are written in high-end routers in a type of
memory called Content Addressable Memory (CAM). Un-
like Random Access Memory (RAM), which uses a mem-
ory address as a search key and returns the content of the
memory as the result, CAM is a device that searches using
the content of the memory and returns the address where the
supplied data was found.

There are two kinds of CAM. Binary CAM (BCAM)
only returns an entry that exactly matches the input data as
it uses 0s and 1s, whereas Ternary CAM (TCAM) can also
perform partial matches of the entries because it can consist
of 0, 1 or *. The “*” represents a “don’t care” bit in each
memory cell. A basic description of TCAM functionality
can be found in [2]–[7]. Storage of the IP addresses of ACLs
uses this don’t care bit to represent a network level address.

Table 1 shows an example of an ACL. ACL entries typ-
ically consist of five fields: source and destination IP ad-
dresses, source and destination port numbers, and protocol
type. Packets are classified according to the correspond-
ing rule and a necessary action (permit/deny) is performed
only when all fields are matched. For example in Table 1,
access-list 101 permits the TCP packets with source IP ad-
dress as 10.1.1.2 and with destination address as 172.16.1.1
that equals telnet.

One of the other main advantages of the TCAM be-
sides its search speed is its ability to express ranges. A typ-
ical type of data in the form of a range is the port number
field of an ACL, which is used in the form of range to al-
low/deny various applications requiring several port num-
bers as a set as in video plus audio chat. In BCAM, it is
impossible to represent the range without writing every cor-
responding number within the range in the memory. For
example, when writing the range 1024-65535 in a BCAM
entry, the simplest form is to write every single number to
exactly match the entire entry. However, it is obvious that
64,512 entries are required to write a single range which
ends up consuming a huge number of entries in BCAM. We
refer to this method as Full Expansion in this paper.

Since full expansion is not a practical method, in most
cases the range has to be divided into several subranges to
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Table 1 Example of access control list.

access-list 101 permit tcp host 10.1.1.2 host 172.16.1.1 eq telnet

access-list 102 deny tcp any range 137 139 any

access-list 103 permit ip 10.1.1.0 0.0.0.255 172.16.1.0 0.0.0.255

access-list 111 deny icmp any 10.1.1.0 0.0.0.255 echo

access-list 191 permit udp any any range 16384 16483

Table 2 Prefix expansion of 1024-65535.

1*************** 32768-65535

01************** 16384-32767

001************* 8192-16383

0001************ 4096-8191

00001*********** 2048-4095

000001********** 1024-2047

be stored in the memory. The process of dividing ranges
is called Prefix Expansion (PE). Using TCAM’s capability
to use “*,” PE expresses several port numbers as a single
entry by aggregating the least significant bits as “*,” which
makes it possible to represent subranges in units of 2i and
those aligned on boundaries of powers of 2. The range
1024-65535 would then be represented by the following
six lines as in Table 2.

Compared to full expansion, the prefix expansion
method can significantly reduce the number of TCAM en-
tries needed. However, configuration of ACL is usually per-
formed manually and ranges based on decimal values (e.g.
10–20, 100–200) are commonly used. This might be a con-
venient setting for a human operator to understand, but it
results in superfluous entries in TCAM. This causes prob-
lems when TCAM exhaustion occurs. Partial application of
the ACL occurs via software and the packets that match the
rules that are not applied in the TCAM are processed by
software [8], making wire speed search unachievable.

Despite the advantages of the TCAM, it also has a ma-
jor drawback. In order to express a don’t care bit, TCAM
uses 16 transistors per a memory cell, whereas RAM uses
6. Therefore, it is desirable to write data in the TCAM more
compactly, i.e. reduce the number of TCAM entries, using
less space to save the number of the transistors needed.

Several methods for reducing the number of entries
have been suggested. In [9], the Dynamic Range Encoding
Scheme is suggested. This scheme encodes a subset of the
ranges in the ACL and maps it to unused bits in each entry of
the TCAM. Each encoded range affects other ranges which
further reduces entries; an entry expansion ratio of 1.23 can
be achieved, whereas an average full expansion ratio is ap-
proximately 6.20 [1]. However, the proposed algorithm uses
TCAM resources when encoding the range and ends up ac-
cessing TCAM more frequently when there are more ranges
to encode. Also, it needs additional memory for mapping,
which can result in an increased search time.

In [10], the subranges in the ACL are processed to
be in powers of 2 under the premise that the range ends
up being semantically unchanged. The total number of re-
quired entries decreases by 50%. However, the total reduc-
tion rate depends on the inter-dependent ACL rules whereas

our proposal focuses on reducing the number of required
TCAM entries to store a single port range which is inde-
pendent of the ranges. Also, [10] approaches the given is-
sue with a software method (trimming, expanding, adding,
and merging) whereas our proposal uses a hardware method
(NOT/AND/OR gates) to achieve a faster processing speed.

In [11], the ranges are encoded using ternary values,
but the major difference from the two papers mentioned
above is that it places don’t care bits at arbitrary places in-
stead of in a prefix form. The result also uses unused bits
in each entry. Using 32 bits for this encoding, the sug-
gested algorithm can reduce the necessary entries by up to
50%. However, the author mentions that the optimal encod-
ing method depends on the ACL’s content which cannot be
known a priori.

Cisco’s IP routers use a device called Layer-4 Opera-
tion Unit (L4Op) to write port numbers in ranges in order
to make use of the limited TCAM resources [12]. L4Op is
a hardware device which resides outside of the TCAM and
makes it possible for the ranges to be logically compared
using the operators gt (greater than), lt (less than), range,
and neq (not equal), and determines if the input port num-
ber matches the specified condition by matching every other
field except for the port ranges. Only after a positive re-
sult does it begin to determine whether logical terms of port
ranges also match. By this method, port fields in ranges
are only managed under L4Op which is independent of the
TCAM itself. As a result, the possibility of expressing a rule
in a single TCAM entry has the effect of writing more rules
to TCAM in the end.

However, the biggest problem with this technique is
that L4Op is implemented outside of the TCAM circuit. Be-
cause the input data format for the L4Op is entirely differ-
ent from TCAM’s, the Input/Output (I/O) band consump-
tion ends up being twice as much, trying to represent the
same rate when there is a search from the outside to TCAM.
In other words, double the amount of I/O pin numbers is
needed under the same frequency. When the physical size
of the device is the same, increasing the I/O pin numbers
for external I/O causes the distance between the pins to get
smaller and ends up requiring higher-precision wire connec-
tions. Also, the signal integrity and the SSO (Simultaneous
Signal Output) noise become important factors in the recent
high speed hardware devices, which creates restrictions in
designing boards in order to reduce the interference noise
between the pins. Because of this, it is desirable to have
a smaller number of pins if the hardware chip performance
should remain the same.

These algorithms consist only of software solutions or
the implementation of new devices outside of the TCAM
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Fig. 1 Two reasons for TCAM exhaustion.

and their actual application is limited. Adding an exten-
sion to the TCAM itself and thoroughly considering how
the number of entries can be reduced is, to our knowledge,
unprecedented work.

Another commercial product, NetLogic’s Range En-
coding Engine (REE) [13], implements range encoding that
allows customers to effectively double the efficiency of per-
forming port range inspection. However, it is very difficult
to compare our work with NetLogic’s REE because (i) no
public document is available, therefore it is difficult to find
out about the specifications and (ii) it is unclear if “double
the efficiency” means whether the search time halved or the
required memory space was saved 50%.

Figure 1 shows two reasons for TCAM exhaustion.
Figure 1(a) is when a port range from 224 to 241 ends up oc-
cupying memory space and Fig. 1(b) is when devices such
as L4Op exhausts bandwidth by handling exact and range
matching process separately, therefore increasing I/O pin
numbers.

Our proposal regarding the ACL is to use a modified
TCAM chip with Range Matching Devices (RMD) in or-
der to restrain the growth of TCAM entries through pre-
fix expansion. RMDs are integrated within the TCAM’s
logic, therefore reducing the cost of extra I/O lines. In addi-
tion, it is possible to maintain the conventional TCAM from
the user’s point of view and simultaneously permit arbitrary
ranges to be stored. This reduces hardware costs. In ad-
dition, in a situation where the limited number of RMDs is
exhausted, we consider the effect of adding logical NOT and
AND gates to the TCAM in order to achieve a flexible com-
bination of range expressions. Using this method, we show
that it is possible to improve ACLs management compared
to the current practice of only using logical OR operations.

In Sect. 2, we describe the proposed RMD logic struc-
ture, as well as the TCAM architecture using AND/NOT
gates. Also, we proposed a policy for how and what to write
in RMDs and explain the prefix expansion algorithm using
AND/NOT/OR gates. Section 3 provides an evaluation of
our method using the database of an existing network. Fi-
nally, in Sect. 4, we conclude the paper and give an outlook
on future work.

2. Management of Range Matching Device

In this section we describe the logical circuit diagram of the
RMD, propose a policy for storing ranges in it, and clarify

the three PE algorithms used in our work. We first describe
the mechanism introduced in [14] and evaluate the proposal
with updated ACL data.

2.1 TCAM Hardware Implementing Range Specifications

As previously mentioned in the Introduction, the number of
entries to be stored in TCAM does not decrease much by
applying prefix expansion and it is difficult to optimize and
update L4OP. Numerous studies so far have used an exist-
ing TCAM device and implemented additional software or
external devices to minimize the number of required entries.
We aim to support port numbers in ranges by extending the
TCAM device.

As an extension to the conventional TCAM, we analyze
the effect of adding a range determining circuit and logical
operators between the entries using the following methods.

2.1.1 Range Matching Device

Figure 2 is a logic circuit diagram of the proposed RMD.
It contains Normal, RMD, Src/Dst, From, To, Load Enable
and Search Line as inputs and Out as an output. Normal
and RMD are used when an user decides whether to use
this device in TCAM as a memory cell that has a data or
as a pointer to the RMD. To make an RMD contain a range,
there has to be a positive signal to Load Enable and Src/Dst
which determines if this is set for the source or destination
port number. At the same time, each From and To line gets
an input of 16 bits that represents the range. We briefly ex-
plain the symbols used in Fig. 2. Multiplexer selects one of
many analog or digital input signals and forwards the se-
lected input into a single line. Flip-flops in the figure work
as primitive memory cells, as the output (Q) takes the value
of the input (D) and delays it by maximum one clock count.
Magnitude comparator is self-explanatory: it compares the
two input A and B and returns 1 or 0 depending on the con-
dition.

When the RMD is operated as a searching device, ei-
ther the source or destination port is selected based on the
input information above and is compared with the stored
range. Only when the input is between From and To does
it return the result of Out as 1 (otherwise 0). In TCAM,
separate bits for the RMD have to be assigned in addition
to the other data bits such as source/destination IP address,
source/destination port, and the protocol. A single bit is as-
signed for each RMD. The bit, corresponding to the RMD
that contains the desired range, is set to 1 and rest of the bits
for other RMDs are set to *. Figure 3 shows the intercon-
nection of Figs. 2 and 4 with example ranges in RMDs. Let
us assume that we have four kinds of ranges that are already
stored in the RMD (6970-6999, 2326-2837, 3230-3253,
and 1024-65535). According to the above RMD bit assign-
ing rule, the RMD part within the TCAM becomes *1**.
When there is a search key port number 2436, it returns the
output of 0100 (Internal Search Key) and entry #3’s result
is 1, meaning a match. This packet will be either denied
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Fig. 2 Example of range matching device.

Fig. 3 Bits for range matching device in TCAM and interconnection of
Figs. 2 and 4.

or permitted, depending on the specified action in the corre-
sponding ACL rule.

2.1.2 Adding Logical Operational Gates between the En-
tries

Since TCAM is considered to have performed a successful
search when it returns at least one entry that satisfies ev-
ery field, we can consider a situation in which each entry’s
result performs a logical OR action with the other entries’
results (which we address as PE-OR in this paper). In this
paper, in addition to the conventional PE-OR method, we
analyze the performance of extending the TCAM capability
by adding NOT and AND gates (which we address as PE-
MIN in this paper). This is because additional gates such as
NOT and AND are necessary to fully express PE-MIN. The
algorithm of PE-MIN and an example range decomposition
is given in Sect. 2.3. Figure 4 shows a modified TCAM cir-
cuit which has NOT/AND gates. NOT gates are first imple-
mented in the left-most part, followed by AND gates. Since
it is impossible to perform a logical AND operation in the
hardware only when it is needed, we need sets of ANDs (2,
4, 8 in this case), to be already embedded in the hardware.
Depending on how many entries we need to represent each

Fig. 4 Additional NOT/AND operation gates in TCAM array.

subrange that uses AND sets, we can pick the smallest AND
set needed and write any rules exceeding 8 lines in a regular
PE-OR form. The benefit of these extra gates is being able
to utilize the PE-MIN, which reduces the total number of
entries needed to represent ranges.

The cost estimation of adding NOT and AND gate it-
self was omitted in Sect. 3 since the manufacturing cost is
trivial. For example, from the Fig. 4 for 8 entries, approxi-
mately 380 transistors are used; 7 AND gates (2 transistors
each × 7), 23 flip-flops (2 transistors each × 23), and 32 mul-
tiplexers (10 transistors each × 32). Since a single TCAM
bit uses 16 transistors, 9,216 transistors are used in an en-
try (assuming an entry is 576 bits). Therefore, for 8 entries,
transistors in Fig. 4 is less than 0.5% of the transistors used
for the actual TCAM.

2.2 RMD Policy

RMDs are limited resources and should be used carefully
since they can determine the TCAM’s performance speci-
fication. Writing ranges that are unpopular or ranges that
do not consume multiple numbers of entries after the prefix
expansion in to RMDs would not decrease the total number
of required entries to the maximum degree. Therefore, in
order to minimize the TCAM entries, it is desirable to give
a higher priority to the range that has the highest entry re-
duction ratio when being written to the RMD. In this paper,
the weight of each range, which determines the rank to be
written in the RMD, is calculated as (Lines after PE-1) mul-
tiplied by (Number of ACLs referring this range). In other
words, a range has a higher tendency to be written into the
RMD when it expands to more lines, or has a higher appear-
ance in the ACL database, than other ranges.

2.3 Optimization of the Prefix Expansion

In this section, we present an optimized prefix expan-
sion scheme using NOT/AND/OR operations between en-
tries in the TCAM with the proposed hardware structure in
Sect. 2.1.2. Here we briefly explain three prefix expansion
algorithms: PE-OR, PE-Exclusive, and PE-MIN. Figure 5
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shows a simple representation of the three algorithms with
the example range of 5000-6000.

Before demonstrating the algorithms, we first state the
condition of a range From to To that can be expressed with
a single TCAM entry. We address this as condition ‘single
TCAM entry (STE)’.

From: F =
15∑

i=0

di2
i, where di = 0 or 1

To: F + 2 j − 1, where j = i or i − 1 and i is min(i) of
di = 1

PE-OR is the conventional prefix expansion method
that represents the range in units of powers of 2. It shows
especially outstanding performance when the range satisfies
the condition STE.

PE-Exclusive first finds the minimum range of STE that
entirely covers the given range (4096-6143 in Fig. 5), and
expresses the unnecessary parts in combinations of powers
of 2. This method is convenient in expressing ranges that
are not suitable for PE-OR.

PE-MIN is the most optimized entry reduction algo-
rithm of these three. It uses brute force to find the appropri-
ate ranges. Below is the description of the algorithm.

1. First, do a longest prefix match of From and To in
the range [From, To]. Select Reference Point b by set-
ting the most significant bit position that differs for the
first time. Furthermore, let us divide the range into two
parts [From, b] and [b, To]

2. Let D be the interval from the b and To. For the interval
[b, To], find the largest value of i which satisfies 2i <
D ≤ 2i+1

3. For the two ranges of [b, To] and [b, b+2i+1], calculate
xl and xr which are the entries needed for each range,
respectively

4. If xl < xr, add a prefix of [b, To], or else add [b, b+2i+1]
5. For the range [To, b + 2i+1] which exceeds the original

given range, repeat steps 2–4 and apply NOT operation
6. Repeat steps 2–4 for the range [From, b]

As shown in Figure 5, the range 5000-6000 in PE-
MIN is expressed as ((4992-5119) OR (5120-6143))
AND (NOT (4992-4999) AND (NOT (6000-6015)) AND

Fig. 5 Prefix expansion algorithms for the range of 5000-6000.

(NOT (6016-6143))) OR (6000), where b is 5120 (bi-
nary: 1010000000000) because 5000 is 1001110001000
and 6000 is 1011101110000 in binary, respectively.

3. Effectiveness of RMD and Prefix Expansion

We now analyze how many entries are required in writing
the port numbers expressed in ranges and discuss the result
using a real-life database. Table 3 shows the information
about the three campus-level ACL sets used in this analysis,
which were obtained in April and October 2007, and April
2008.

3.1 Entry Reduction with RMDs

Figure 6 shows how the required entries can be reduced
when RMDs are used. Figure 6(a) shows how writing ev-
ery single number (Full Expansion) that is represented in
ranges can consume an enormous amount of TCAM re-
sources. From this figure, we can easily see that we need
an order of a million when there are no RMDs. The reason
for this phenomenon is that the range 1024-65535 which
consisting of registered/dynamic ports is common and it ex-
pands to 64,512 lines. By only using one RMD, this range
gets written in the memory with the highest priority which
results in one tenth of the total required number of lines.

Next, Fig. 6(b) shows the effect of entry reduction when
RMDs are used with prefix expansion. We calculate the
weight proposed in Sect. 2.2 and write ranges with larger
weight first to the RMD. As a result, we can see that it is pos-
sible to drastically reduce the number of entries by putting
them into RMDs. When the limited number of RMDs is ex-
hausted, ranges with lower priority are written in the TCAM
by using prefix expansion. The reduction rate is especially
high when a small number of RMDs is implemented and
when PE-OR is used: when there are seven to eight RMDs,
the total required ranges to write can be reduced as much
as 50% from that of not using any RMDs at all. In addi-
tion, five to six RMDs can achieve the same effect as in the
PE-MIN case (see Fig. 6(c)). Also, all three figures in Fig. 6
show an exponential decrease and after a certain number of
RMDs, it is useless to add further RMDs. This is due to the
calculation of the weight of each range. Ranges with low
priority (i.e., low weight) do not reduce the total number of
entries needed even if they are written in the RMD.

Furthermore, when we compare the PE-OR and PE-
MIN schemes, the required total entries decrease by about
12% by adding AND/NOT logical gates to the TCAM (614
lines for PE-OR and 695 lines for PE-MIN, both with three
RMDs). When PE-OR tries to accomplish the same level as

Table 3 Three ACL sets for evaluation.

Date Captured Apr. 07 Oct. 07 Apr. 08
# of unique ACL entries 6,440 7,202 7,703

Src Dest Src Dest Src Dest
# of ranges 3 256 6 325 6 373

# of unique ranges 63 74 82
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Fig. 6 Comparisons of total required entries (w/ or w/o PE combined with RMD).

Fig. 7 Comparisons of prefix expansion algorithms.

that of PE-MIN, two to three further RMDs are needed.
An algorithmic analysis of the different prefix ex-

pansions shows the distribution of expanded lines in each
method using the April 2007 database. Figure 7 shows how
each algorithm expands the range. The total number of
lines can be reduced to approximately 10% using the PE-
MIN compared to PE-OR. Comparing the entry reduction
itself, PE-MIN uses the least TCAM resources, but it re-
quires built-in logical NOT and AND gates in the TCAM
itself.

Then, the question arises: which is a better choice?
From the point of view only of the number of required
TCAM entries, PE-MIN is the definite choice since it can
minimize the number of vertical lines. However, adding
NOT/AND gates to fully support PE-MIN might end up
increasing the horizontal bits (bits added for RMD, x in
Fig. 9(a)) in the TCAM, which is not a highly desirable
choice since determining the optimum AND sets might be
different for each ACL. PE-OR might seem like an appeal-
ing choice since it does not require any additional logical
operation gates. The problem with using only PE-OR, how-
ever, is that this method is not well-suited for some inten-
tional worst-case tests, like setting worst-case ranges men-
tioned in Appendix in each source and destination port num-
bers to create 29 × 29 = 841 lines for a single rule. Unless
this is the case, using PE-OR might be adequate.

One of the biggest advantages of adding logical

Fig. 8 Existing TCAM and cost comparison with proposed hardware.

NOT/AND gates in addition to minimizing the total entries
required in storing the ACL is that it makes it possible for
the “except” rules of the ACL to be stored directly in the
TCAM, whereas the conventional methods such as Cisco
IOS or Juniper Junos prefer to use the software solution.

3.2 Overhead Cost Estimation of Adding RMDs

Finally, we analyze the increase in the hardware cost caused
by adding RMDs. Fig. 8(a) shows the TCAM hardware
structure using 90 nm technology. The ratio of the com-
ponents in this chip are shown in Fig. 8(b). Among all of
the components, 8% is Control Logic which is known to be
approximately 305 K gates. Meanwhile, the gate, which is
used as a unit for chip area, of a single RMD is 580 gates.
When inserting 20 RMDs in TCAM, this results in around
11.6 K gates, and corresponds to 0.3% of the total TCAM
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Fig. 9 Wasted and saved memory when range matching devices are used.

gates. Therefore, with the 0.3% increase in manufacturing
cost, it is possible to significantly reduce the required num-
ber of TCAM lines to write port numbers, which results in
more ACL storage space for the limited TCAM resource.
We also point out that the component ratio would stay about
roughly the same even if the chip technology advances to
65 nm.

Figure 9(a) shows that one additional RMD requires
one more TCAM bit to represent the result of the RMD part.
Thus RMD reduces the number of vertical lines in TCAM,
but at the cost of increasing the horizontal lines. Therefore,
it is necessary to consider the trade-off of both factors in
order to decide the optimal number of RMDs for implemen-
tation in a TCAM device.

Figure 9(b) shows the total saved memory as RMDs
are added, according to the calculation in [14]. Five kinds
of data bits are considered: 104, 144, 288, 432, and 576
(104 bits for the five-tuple and others for a multiplication
of 72 which is a common unit of TCAM cells in current
technology). This result shows that memory space is saved
in the beginning when the RMDs are first added but after a
certain number of RMDs, the overhead increases and it is no
longer possible to gain any further benefits. Also, when the
data bits are shorter, the wasted memory increases faster as
the RMDs are added. The ratio of port numbers expressed
in ranges in an ACL affects the optimal number of RMDs
required in order to make the most of its advantages.

In the above, we calculated the disadvantage of the in-
creased chip area in gates when 20 RMDs are added. Using
Table 3 and Fig. 9, we can find out the trade-off between
the added RMDs and reduced memory size in the same unit.
Among 6,440 ACL entries (April’07 data), 259 entries use
port numbers in range which means the remaining 6,181
entries will consume a single entry. When 20 RMDs are
added, this horizontal bits will increase (left to right arrow
in Fig. 9(a)); 6,181 × 20 = 123,620 bits. However, using 20
RMDs will reduce the required number of entries (vertical
bits, bottom to up arrow in Fig. 9(a)), from 834 to 352, re-
sulting in saved memory of (832-352) × 576 = 277,632 bits
(assuming 576 bits are used for a TCAM entry). Therefore,
it is approximately 56% beneficial to use 20 RMDs in this
case.

The effect of adding RMDs is expected to be bigger
in the future, considering that the proportion of ACL will
only increase due to the growth in the awareness of network
security.

4. Conclusion and Future Work

For the next generation of TCAM in routers, it will be im-
portant to design hardware based on the data that is written
in TCAM such as ACLs. The benefit is lower power con-
sumption and better utilization of the hardware resources.

We proposed a new TCAM architecture that combines
optimized prefix expansion and range matching devices to
reduce the number of lines required in TCAM to represent
port numbers in ranges. By using real-life ACL databases,
we have also shown how the proposed architecture can man-
age the ACL more effectively than conventional methods,
reducing the required number of TCAM entries to express
the port numbers in ranges by 50%. The significance of
reduced entries is large. This 50% reduction means that the
required transistors is halved. Overall power consumption is
greatly affected by the number of the transistors [15] there-
fore, we can claim that the power consumption of the mem-
ory array is approximately halved as also. In addition, less
space per a chip means more number of chips in a wafer,
lowering the production cost.

As future work, analysis of other ACLs using the pro-
posed method to achieve a general-purpose TCAM archi-
tecture is needed. Also, we intend to implement the new
TCAM in a network processor to conduct further studies
on performance characteristics such as power consumption
in watt. In addition, the management issues such as addi-
tion/deletion of rules and the change in the rule ranks have
to be considered.
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Appendix: Example of Prefix Expansion (worst-case)

In Figure A· 1, we demonstrate the worst case of PE-OR,
range 16385-65534, along with PE-Exclusive and PE-Min.

29 entries are needed to express the range 16385-
65534 with the conventional method in TCAMs. In another
words, in order to determine if a packet specifying port num-
ber 20000 should be accepted or denied, it has to match at
least an entry from the 29 TCAM lines. However, this 29
entries can be significantly reduced by using PE-Exclusive
or PE-Min. The logical expressions are,

PE-Exclusive:
(0-65535) AND (NOT 0-16383) AND

(NOT 16384) AND (NOT 65535)

Fig. A· 1 Prefix expansion algorithms for range of 16358-65534.

PE-Min:
((16384-32767) OR (32768-65535)) AND

(NOT 16384) AND (NOT 65535).
Here, both PE-Exclusive and PE-Min require four en-

tries to express the given range but in most cases, PE-Min
has the least number of required entries.
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