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Analyzing and Utilizing the Collaboration Structure for Reliable
Router-Level Networks

Yu NAKATA†a), Nonmember, Shin’ichi ARAKAWA†b), Member, and Masayuki MURATA†c), Fellow

SUMMARY As the Internet represents a key social infrastructure, its
reliability is essential if we are to survive failures. Physical connectivity
of networks is also essential as it characterizes reliability. There are col-
laboration structures, which are topological structures where two or more
nodes are connected to a node, and collaboration structures are observed
in transcriptional regulatory networks and the router-level topologies of
ISPs. These collaboration structures are related to the reliability of net-
works. The main objective of this research is to find whether an increase in
collaboration structures would improve reliability or not. We first catego-
rize the topology into a three-level hierarchy for this purpose, i.e., top-level,
middle-level, and bottom-level layers. We then calculate the reliability of
networks. The results indicate that the reliability of most transcriptional
regulatory networks is higher than that of one of router-level topologies.
We then investigate the number of collaboration structures. It is apparent
that there are much fewer collaboration structures between top-level nodes
and middle-level nodes in router-level topologies. Finally, we confirm that
the reliability of router-level topologies can be improved by rewiring to
increase the collaboration structures between top-level and middle-level
nodes.
key words: network reliability, transcriptional regulatory network, router-
level topology, collaboration structure, power-law network

1. Introduction

As the Internet has become a social and economic infras-
tructure, its reliability is essential if we are to survive fail-
ures. Many approaches to improving its reliability have
been investigated either at the network layer [1] or higher
layers [2] in OSI model. The reliability of optical com-
munication systems has also been improved through protec-
tion/restoration techniques [3].

While these approaches have greatly improved the re-
liability of networks, physical connectivity of networks is
more essential to characterize their reliability. That is, if
physical connectivity of networks is easily disrupted by net-
work failures, approaches to improving reliability at the net-
work layer will no longer be effective. In fact, the physical
topologies used in the previous studies have inherently as-
sumed that physical connectivity is retained after network
failures occur. It is important to make the physical topology
reliable against network failures to design reliable networks.
It is also necessary to investigate the topological characteris-
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tics and topological structures that make the physical topol-
ogy more reliable to achieve this purpose.

Regular topologies have also been studied to construct
reliable networks. One example is a hypercube structure
[4] where each node has an identical number of out-going
links that are interconnected through a regulated wiring rule.
Failure-tolerant characteristics of regular topologies have re-
cently been intensively studied to enhance the reliability
of data center networks [5], [6]. However, unlike regular
topologies, the degree distribution of router-level topologies
of ISPs on the Internet exhibits power-law attributes, mean-
ing that the existing probability, P(k), of a degree k node that
has k links is proportional to k−γ [7]. This means that we
have to make drastic changes to the topology from the cur-
rent router-level topology to benefit from the failure-tolerant
characteristics of these regular topologies, which is an unre-
alistic approach to enhancing reliability.

The main objective of this research is to investigate
topological structures that should be embedded to make
router-level topologies more reliable on the basis of knowl-
edge in biological systems. More precisely, we evaluate the
topological structure of a transcriptional regulatory network
for several species that have a much longer evolutional his-
tory than information networks, and investigated what effect
introducing its topological structure into router-level topolo-
gies would have.

Transcriptional regulatory networks are biological sys-
tem where transcription factors regulate the genes in cells,
and control the expression of genes to produce the proteins
necessary for biological activities [8], [9]. The degree distri-
bution of these networks also exhibits power-law attributes
like router-level topologies [10]. Balaji et al. [8] explains
that transcriptional regulatory networks have many collab-
oration structures where two or more transcription factors
co-regulate other transcription factors (see the definition in
Sect. 2.2). The collaboration structures contribute to mak-
ing the topologies reliable because they introduce multiple
paths between nodes, and are therefore generally more re-
liable against failures in transcription factors. As we will
see in Sect. 2, connectivity after multiple failures in E. coli,
taking an average degree of 1.55, is higher than that in an
ISP router-level topology, taking an average degree of 1.87.
That is, the transcriptional regulatory network is more reli-
able than the ISP router-level topology. Bhardwaj et al. [9]
classified nodes into top-level, middle-level, and bottom-
level layers of a hierarchy, and they investigated the degree
of collaboration between these three layers. Their results
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indicated that the transcription factors of the middle level
are co-regulated the most, and complex organisms like hu-
mans collaborate more than other organisms such as E. coli
or yeast. The results obtained by Balaji et al. and Bhard-
waj et al. [8], [9] are significant from the biological point of
view. However, our interest here is the reliability of router-
level networks. That is, it is important to analyze the dif-
ference in the collaboration structures between router-level
topologies and transcriptional regulatory networks.

We investigated topological structures that made
router-level topologies more reliable based on an analy-
sis of transcriptional regulatory networks with collaboration
structures, which is discussed in this paper. We particu-
larly focused our attention on collaboration structures re-
lated to robustness and analyzed the difference in collabo-
ration structures between router-level topologies and tran-
scriptional regulatory networks by using comparative in-
vestigations. We first investigated whether the router-level
topologies of ISPs had already obtained the topological
structures that appeared in living organisms. As we will
see in Sect. 3, there is a clear difference in the collabora-
tion structures between transcriptional regulatory networks
and router-level topologies; there are much fewer collabo-
ration structures between top-level and middle-level nodes
in router-level topologies. To check what effect such struc-
tures had on reliability, we examined rewiring to increase
the collaboration between top-level and middle-level nodes
in router-level topologies, and observed the differences in
reliability before and after rewiring was carried out. Note
that we did not intend to actually rewire the links in router-
level topologies. Rewiring did not retain the number of links
in the physical topology, but changed the topological struc-
tures of router-level topologies.

This paper is organized as follows. Section 2 describes
transcriptional regulatory networks and similarities between
the networks and router-level topologies. Section 3 presents
a definition of collaboration structures in biological net-
works and router-level topologies. We evaluated the num-
ber of collaboration structures by using a metric called the
degree of collaboration, which is explained in Sect. 4. We
then investigated the effects of collaboration structures on
reliability by changing the physical topology through the
rewiring process explained in Sect. 5. Finally, we conclude
the paper in Sect. 6.

2. Reliability of Transcriptional Regulatory Networks
and Router-Level Topologies

2.1 Analogies between Transcriptional Regulatory Net-
works and Router-Level Topologies

Transcriptional regulatory networks represent biological
systems where transcription factors regulate the genes in
cells, and control their expression. Each gene generates its
corresponding protein, which is necessary for biological ac-
tivity in cells. Transcription factors in transcriptional regu-
latory networks are collaborated each other and co-regulate

other transcription factors or genes.
There are various analogies between transcriptional

regulatory networks and router-level topologies. For ex-
ample, the degree distributions of both networks exhibit
power-low attributes. Another similarity is their hierarchi-
cal structures. There are three levels of hierarchy in tran-
scriptional regulatory networks, i.e., top-level, middle-level,
and bottom-level layers [9]. Router-level topologies also
have a hierarchy in a network, e.g., a core network is con-
nected with several regions and/or states, regional networks,
and access networks. The collaboration structures in tran-
scriptional regulatory networks correspond to load balanc-
ing and/or alternate paths in router-level topologies. That
is, the collaboration structures contribute to the reliability of
topologies because they introduce multiple paths between
nodes, and are therefore generally more reliable against fail-
ures in transcription factors.

We evaluate the reliability of transcriptional regulatory
networks and router-level topologies, which are discussed
in the following subsection. We also investigate and ana-
lyze the hierarchies and collaboration in router-level topolo-
gies and transcriptional regulatory networks, which are ex-
plained in Sect. 3.

2.2 Reliability

In this section, we compare the reliability of router-level
topologies and the transcriptional regulatory networks. Note
that transcriptional regulatory networks are directed net-
works, and router-level topologies are undirected networks.
Nevertheless, the reliability of both transcriptional regula-
tory networks and router-level topologies should be evalu-
ated by the same measure. Therefore, we replace undirected
links in router-level topologies to directed links by following
procedures.

Since the traffic is usually aggregated at a regional
network and then forwarded to the backbone networks in
router-level topologies, the backbone network is located at
the “center” (in terms of hop-counts) of network and the
top-level nodes defined by modularity analysis are backbone
routers. In addition, nodes that are apart from “center” of
network are regarded as bottom-level nodes because these
nodes do not relay the traffic. Thus, our approach to define
the direction of links is valid under the condition that router-
level topologies aggregate the traffic at their backbone net-
work. We suspect that our approach does not work when
the router-level topologies do not have a hierarchical struc-
ture and traffic aggregation is not intended. However, we
believe that such the situation merely occurs in the router-
level topologies, and we actually observe that the hierarchi-
cal structure and the traffic aggregation by looking at Fig. 6
and Fig. 9 of Ref. [11].

In the transcriptional regulatory networks, top-level
nodes receive stimuli from the external environment. For
the router-level topologies, we regard the stimuli as the traf-
fic from top-level nodes to bottom-level nodes. We therefore
introduce the reachable node ratio for investigating reliabil-
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Table 1 Numbers of nodes and links in E.coli, human, mouse, rat, and
yeast transcriptional regulatory networks.

E.coli Human Mouse Rat Yeast
Nodes 80 88 78 30 127
Links 124 327 160 39 421
Links/Nodes 1.55 3.72 2.05 1.3 3.31

Table 2 Numbers of nodes and links in eight router-level topologies of
AT&T, Ebone, Exodus, Level3, Sprint, Telstra, Tiscali, and Verio.

AT&T Ebone Exodus Level3 Sprint Telstra Tiscali Verio
Nodes 523 140 157 623 467 329 240 839
Links 1304 261 283 5298 1280 616 403 1889
Links/Nodes 2.49 1.86 1.80 8.50 2.74 1.87 1.68 2.25

Fig. 1 Ratio of reachable nodes from top-level nodes where failure node
ratios are 0.04 and 0.08. Most transcriptional regulatory networks are more
reliable than router-level topologies. E.coli and rat networks are less reli-
able than other transcriptional regulatory networks because link density of
these two organisms networks is lower.

ity of directed networks, and evaluate the number of nodes
that receive stimuli or traffic from top-level nodes after node
failures.

We consider the random node failures in each network,
and we evaluate the ratio of nodes that can be reached from
top-level nodes to the number of nodes in the network. Af-
ter this, we will call the ratio the reachable node ratio. We
use the transcriptional regulatory networks of five species,
i.e., E.coli, human, mouse, rat, and yeast [9]. The orig-
inal data on transcriptional regulatory networks in Bhard-
waj et al. [9] does not guarantee connectivity between any
nodes. We have only considered the largest connected com-
ponents to compare transcriptional regulatory networks with
router-level topologies in this paper. The numbers of nodes
and links for five transcriptional regulatory networks are
summarized in Table 1. For purposes of comparison, we
also use the eight router-level topologies of AT&T, Sprint,
Ebone, Exodus, Level3, Telstra, Tiscal, and Verio [12].
These topologies are obtained from trace-route-based mea-
surements of networks, which may require alias resolution.
The rocketfuel in Ref. [12] extended the Mercator project’s
method [13] and relaxed the possibility of IP aliasing of
routers to some extent. The numbers of nodes and links for
eight router-level topologies are summarized in Table 2.

Figure 1 shows the reachable node ratio, which is de-

pendent on the failure ratio. The failure ratio is defined as
the number of failed nodes normalized by the number of
nodes in the original network. Nodes to fail are selected
randomly from a set of nodes in the top or middle levels to
obtain the figure since bottom-level nodes are located at the
edge of the network and removing them does not have an
impact on the reachable node ratio. Figure 1 indicates the
reachable node ratios when the failure ratios are 0.04 and
0.08. We can observe from this figure that human, mouse,
and yeast transcriptional regulatory networks are the most
reliable of the organisms that we investigate. As this figure
shows, E.coli and rat networks are not more reliable than
the other organisms, and even lower than some router-level
topologies. Looking at Table 1, the reason for this is that
the link density of E.coli and rat networks is much lower
than that of other networks. When we compare the E. coli
and Telstra networks whose average degrees are almost the
same, the reachable node ratio for E. coli is higher than that
for Telstra. This indicates that transcriptional regulatory net-
works are generally more reliable than router-level topolo-
gies.

We will focus on the collaboration structures of route-
level topologies and investigate the difference in collabo-
ration structures between router-level topologies and tran-
scriptional regulatory networks from the beginning of the
next section.

3. Collaboration in Networks

3.1 Collaboration in Biological Networks

The collaboration structure in transcriptional regulatory net-
works was investigated by Bhardwaj et al. [9]. The collabo-
ration structure in transcriptional regulatory networks is a
co-regulation relationship where two transcription factors
regulate a transcription factor. According to the results ob-
tained by Bhardwaj et al. [9], more complex organisms such
as those of humans have more collaboration structures.

A key to identifying collaboration structures is to find
a hierarchy, i.e., top, middle, and bottom levels in router-
level topologies and transcriptional regulatory networks. We
therefore investigate the collaboration structures in router-
level topologies and find differences in the collaboration
structures of router-level topologies and transcriptional reg-
ulatory networks. We then examine changes in the collabo-
ration structures to discover future directions in designing a
reliable router-level topology.

3.2 Definition of Hierarchy in Transcriptional Regulatory
Networks

Top-level nodes in transcriptional regulatory networks do
not have any incoming links, and middle-level nodes have
both incoming links and outgoing links [9]. The other nodes
are categorized into bottom-level nodes that are only regu-
lated by other nodes.
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3.3 Definition of Hierarchy in Router-Level Topologies

We define top, middle, and bottom-level nodes in router-
level topologies as follows. Top-level nodes are determined
through modularity analysis [14]. We divide the topolo-
gies into modules, and a node having one or more links that
are connected with other modules is classified as a top-level
node. Note that top-level nodes in transcriptional regulatory
networks receive stimuli from the external environment. Ex-
ternal stimuli can be regarded as traffic from other modules
in the current case for router-level topologies.

We next calculate Hi as the average hop count from
node i to other nodes. Then, we set a directed link from
node i to node j when Hi is lower than Hj if undirected link
(i, j) exists in the router-level topology. That is, when node
i is located at the “center” of the network, the node tends to
become a higher-level node. When the node is located at the
“edge” of the network, the node tends to become a lower-
level node. However, when there is a directed link toward
the top-level node, we reverse the direction of the link so
that we do not have links from the lower level layer to the
top-level layer. When there is a directed link between top-
level nodes, we change the directed link to become a bidi-
rectional link. The link between a node pair whose nodes
have the same average hop count is also regarded as be-
ing a bi-directional link. In this way, we construct a direc-
tional network from the router-level topology. Nodes in a di-
rected network that have both incoming and outgoing links
are classified into middle-level nodes, and nodes that only
have incoming links are classified into bottom-level nodes.

3.4 Comparison of Hierarchical Structures in Transcrip-
tional Regulatory Networks and Router-Level Topolo-
gies

We investigate the characteristics of the hierarchical struc-
tures of transcriptional regulatory networks and router-level
topologies. Figure 2 shows the ratio of nodes in each level of
hierarchy. We can observe that the number of bottom-level
nodes is greater than the number of top-level or middle-level
nodes in router-level topologies. In contrast, the ratio of
middle-level nodes is large in transcriptional regulatory net-
works.

The ratio of links between levels of hierarchy is shown
in Fig. 3. Transcriptional regulatory networks have numer-
ous links between middle-level nodes but have few links
from top-level nodes to bottom-level nodes. There are
comparatively more links from top-level nodes to bottom-
level nodes in router-level topologies. Since top-level nodes
in transcriptional regulatory networks are not regulated by
other top-level nodes, there is no link from top-level nodes
to top-level nodes.

3.5 Definition of Collaboration

The collaboration structures in directed networks are struc-

Fig. 2 Ratio of top-level, middle-level, and bottom-level nodes in each
topology.

Fig. 3 Ratio of links between each level in hierarchy.

tures where multiple higher-level nodes are connected with
lower-level nodes. The collaboration structures contribute to
the reliability of topologies because it introduces multiple
paths between nodes, i.e., topologies that have many col-
laboration structures tend to be reliable. Here, we explain a
metric, called the degree of collaboration, to compare it with
the number of collaboration structures in topologies.

The degree of collaboration has been defined by Bhard-
waj et al. [9]. It is the fraction of transcription factors or
genes that are regulated by multiple transcription factors.
We adjusted the definition in this paper to investigate the
collaboration structures inside a topology, i.e., the degree of
collaboration is the fraction of nodes that are regulated by
multiple nodes. The degree of collaboration does not de-
pend on the numbers of nodes and links. Bhardwaj et al. [9]
introduced two types of degrees of collaboration. The first
was the degree of collaboration in each layer DL

collab and
the second was the degree of collaboration between layers
DL1,L2

betw−level−collab.

3.5.1 Degree of Collaboration in Each Layer

The degree of collaboration in each layer DL
collab represents

the average of Di
collab for all nodes i at the L-level, where

Di
collab is the number of nodes that are co-regulated by node

i and another node (A, for instance) divided by the nodes
that are regulated by node i. The formal definition of Di

collab
and DL

collab is:
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Fig. 4 Collaboration structures between nodes i and A: |NA ∩Ni| is num-
ber of nodes regulated by nodes A and i. |NA ∪ Ni | is number of nodes
regulated by node A or node i.

Fig. 5 Illustrative example of how the degree of collaboration between
layers defined in [9] differs even when it has the same number of collabo-
ration structure. Both of two topologies (upper and bottom) has the same
numbers of nodes/links, and four collaboration structures. In the upper
topology, the degree of collaboration between layers is 5/12, while it is 1/2
in the bottom topology. The difference is caused by the term NA ∪ NB in
Eq. (3). We therefore introduce Eq. (4) such that the degree of collaboration
between layers is not affected by the term NA ∪ NB.

Di
collab =

∑
A∈N |Ni ∩ NA|
|Ni| , (1)

DL
collab = 〈Di

collab〉i ∀i ∈ L, (2)

where N is a set of nodes in the network, and Ni is a set of
nodes that are regulated by node i. Then, |Ni ∩ NA| repre-
sents the number of nodes that are regulated by both nodes i
and A shown in Fig. 4. 〈 〉 represents the arithmetic average.

3.5.2 Degree of Collaboration between Layers

The degree of collaboration between layers DL1,L2

betw−level−collab
indicates the fraction of nodes that are co-regulated by the
node at the L1-level and the node at the L2-level, and is de-
fined by:

DL1,L2

betw−level−collab =

∑
A∈L1

∑
B∈L2

|NA∩NB|
|NA∪NB|

|L1| · |L2| , (3)

where |NA ∪ NB| is the number of nodes regulated either by
node A or by node B (see Fig. 4 for illustrative example).
|L| is the number of nodes including in L-level. However,
the degree of collaboration between layers in Ref. [9] is af-
fected by structures other than the collaboration structure,
which we illustrate in Fig. 5. Both of topologies (upper
and bottom) have the same number of nodes/links and the
same number of collaboration structures, but have one dif-
ference: In the upper graph of Fig. 5, each two nodes co-
regulate one node, whereas specific two nodes co-regulate

Fig. 6 Modification of definition of degree of collaboration between
layers. Here, degree of collaboration between layers is 3

8 .

two nodes in the bottom graph. In this case, the original
definition (Eq. (3)) differs for two topologies. We therefore
modified the definition of the degree of collaboration be-
tween layers and introduce Eq. (4) such that the number of
collaboration structures is directly counted in order to com-
pare several router-level topologies that have different num-
bers of nodes/links.

DL1,L2

collab−betw =
|S L1 ∩ S L2 |
|S L1 ∪ S L2 |

, (4)

Figure 6 outlines S L1 ∩ S L2 and S L1 ∪ S L2 . S L1 is the
number of nodes regulated by nodes in L1 level. The S L1 is
the number of nodes regulated by nodes at the L1 level. The
|S L1 ∩ S L2 | is the number of nodes regulated by both a node
included in the L1-level and another node included in the
L2 level. The |S L1 ∪ S L2 | is the number of nodes regulated
by nodes included in the L1-level or nodes included in the
L2-level.

To compare several ISP topologies that have different
numbers of nodes/links, we modified the definition of the
degree of collaboration between layers to represent the num-
ber of collaboration structures:

Definition 4 does not depend on the numbers of nodes/
links. To compare several ISP router-level topologies that
have different numbers of nodes/links, we calculate:

4. Collaboration Structures and Reliability of Router-
Level Topologies

We first evaluate the collaboration structures in eight router-
level topologies of AT&T, Sprint, Ebone, Exodus, Level3,
Telstra, Tiscal, and Verio [12]. For purposes of compari-
son, we compare the results obtained from the router-level
topologies and the five transcriptional regulatory networks
of E. coli, human, mouse, rat, and yeast. We calculate the
hierarchy for each topology, and then obtain the degree of
collaboration in each layer and the degree of collaboration
between layers. Note that we do not calculate the degree of
collaboration related to the bottom-level layer since nodes
at the bottom level do not regulate other nodes according to
our definition of hierarchy.

We have presented the degree of collaboration in
Figs. 7 and 8. From the results of router-level topologies
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Fig. 7 Degree of collaboration in each layer.

Fig. 8 Degree of collaboration between layers.

in Fig. 7, we can observe that the difference between the de-
gree of collaboration at the top level and the degree of col-
laboration at the middle level is less than 0.1. In contrast,
the difference in transcriptional regulatory networks is gen-
erally large. More distinctive characteristics of router-level
topologies can be seen from Fig. 8. The collaboration struc-
tures between top-level nodes and middle-level nodes are
marginal in router-level topologies, whereas these are not
in transcriptional regulatory networks. One possible reason
for such marginal collaboration structures is the functional-
ity of middle-level nodes in router-level topologies. That is,
traffic is first aggregated at middle-level nodes and then for-
warded to top-level nodes. Thus, no consideration is given
to load-balancing between top-level nodes and middle-level
nodes. Although degree of collaboration between top-level
and middle-level nodes is comparatively high in Telstra, re-
liability of it is worst in Fig. 1. The reason is that the number
of top-level nodes in Telstra is much fewer than that in other
topologies, and there is less degree of collaboration in top
and middle layers. With this case and only at the Telstra, the
reliability is low because the primal bottleneck (in terms of
reliability) is the connectivity between top-level nodes.

Looking at Fig. 7, we observe that most of router-level
topologies have high degree of collaboration in each layer.
However, the results of Fig. 1 indicate that the reachability
from top-level nodes is not high. The reason of decreas-
ing reliability is lacks of collaboration structures between
layers. Therefore, it is expected that increasing the collab-

oration structure between top-level and middle-level nodes
improves the reliability. Again referring to Fig. 1, note that
these organisms are very reliable. That is, more reliable net-
works are expected to be constructed by incorporating such
collaboration structures. In the next section, we will discuss
the effect of collaboration structures on reliability in detail.

5. Effects of Collaboration Structures on Reliability

The previous section explained that the human, mouse, and
yeast transcriptional regulatory networks were the most re-
liable of the organisms we investigated, and we found that
these organisms exhibited higher degrees of collaboration
between top-level and middle-level nodes, while the router-
level topologies exhibited lower degrees of collaboration be-
tween them.

This section describes our investigations into what ef-
fects collaboration structures have on reliability. More
specifically, we increase the collaboration structures be-
tween top-level and middle-level nodes by rewiring links in
the router-level topologies, and evaluated the differences in
reliability before and after the links were rewired. Note that
an actual ISP network may increment links or their capac-
ity rather than rewiring them. However, we still consider
rewiring links because our prime concern here is whether
increasing the number of collaboration structures will im-
prove reliability or not.

5.1 Rewiring to Increase Number of Collaboration Struc-
tures

Here, we explain how we rewired links to increase the
collaboration structures between top-level and middle-level
nodes. The operation consisted of the four steps described
below. Each step in rewiring has been outlined in Fig. 9.

Step 1 Find node X regulated by three or more nodes on
the same level. If several nodes are found, a node is
randomly selected.

Step 2 Randomly select node Y from several nodes that reg-
ulate node X and that are at the same level.

Step 3 When node Y is a middle-level node, find node Z
that is only co-regulated by top-level nodes. Otherwise,
i.e., when node Y is a top-level node, find node Z that
is only regulated by a middle-level node. If there are
several candidates for node Z, randomly select one of
them as node Z.

Step 4 Rewire a link between nodes Y and X; remove the
link from node Y to node X, and wire a link from nodes
Y and Z.

Note that if node X in Step 1 is selected from nodes only
regulated by two nodes, rewiring the link leads to decreased
collaboration in the layer (middle-level layer in Fig. 9) that
node Y belongs to.

This rewiring is continued until either of the following
termination conditions is satisfied.

Condition A When there is no candidate for node X.
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Condition B When there are some candidates for node X,
but there are no candidates for node Z

Condition C When all nodes are connected to top-level
nodes and middle-level nodes, i.e., rewiring is not nec-
essary.

The degree of collaboration between layers after
rewiring is summarized in Fig. 10, and it shows that this
operation certainly increases the numbers of collaboration
structures between top-level and middle-level nodes. Ta-
ble 3 summarizes the number of rewirings carried out until
the algorithm reaches either of the termination conditions.
As Table 3 indicates, the number of rewirings until termina-
tion conditions are reached differs for the topologies. The
reason for this is not only the size of topologies but also the
number of candidates for nodes X and Z in Fig. 9. That is
because the number of rewirings depends on the number of
candidates for nodes X and Z. The types of termination con-
ditions for each topology are also listed in Table 3. The type
of termination condition in most router-level topologies, ex-

Fig. 9 Steps in link rewiring. There is also a case where node X is con-
nected with three or more top-level nodes, node Y is top level, and node Z
is only connected with middle-level nodes.

Fig. 10 Degree of collaboration between layers after rewiring.

Table 3 Number of rewirings until termination condition is reached and reached termination
conditions for each ISP topology.

Topology AT&T Ebone Exodus Level3 Sprint Telstra Tiscali Verio
Number of rewirings 222 15 15 154 59 48 36 170
Types of termination conditions A A A C B A A B

cept for Level3, Sprint, and Verio, is condition A, i.e., there
are a few candidates for node X in these topologies. For
Level3, all the middle-level and bottom-level nodes are con-
nected to top-level and middle-level nodes after rewiring.
Since most nodes are connected to higher level nodes before
rewiring for Sprint and Verio, there are more candidates for
node X and less for node Z.

5.2 Reliability of Topologies after Links are Rewired

Last, we investigate the reliability of topologies after links
were rewired, which increased the degree of collabora-
tion between top-level and middle-level nodes. Unlike
Fig. 1, which shows the connectivity of directed networks
after node failures, we investigate connectivity after random
node failures by using the undirected links instead of di-
rected links, and evaluate the difference between the orig-
inal router-level topologies and topologies after links were
rewired. We particularly use the cover ratio as the measure
of reliability, which is defined as S i

N . The S i is the number
of nodes in the largest connected component after failure in
the i-th node, and N is the number of nodes in the original
topology. That is, S i

N . The S i means the ratio of remaining
nodes to the number of nodes in the original topology when
i nodes have failed. In Sect. 2.2, we used the reachable node
ratio for investigating the reliability on a directed network
because the transcriptional regulatory networks are directed.
However, since router-level topologies are undirected net-
works, our concern here is the connectivity between nodes.
Thus, we use the cover ratio that is defined on undirected
networks here.

Figure 11 plots the cover ratios for each topology af-
ter the links were rewired. We randomly rewired the links
for each router-level topology until the algorithm reached
terminal conditions. We obtained three topologies for each
router-level topology by applying the rewiring algorithm,
and examined 300 trials of random node failures for each
of the topologies we obtained. The average of the cover ra-
tios is plotted in the figure, where Upper bound represents
the maximum cover ratio.

We can see that the cover ratios improve for most
router-level topologies, except for Sprint, Exodus, and
Level3, which demonstrate little improvement. However,
there is no topology where the cover ratio decreases.

We can see that the cover ratios improve in all the
router-level topologies. However, the improvements in the
cover ratios for Level3, Sprint, and Exodus are marginal.
The reasons for this are as follows. The original Level3
topology has numerous links and already has a high cover
ratio. That is, it offers little room for improvement. The
marginal improvements in the Sprint and Exodus topologies
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Fig. 11 Difference in reliability between topologies before and after rewiring.

are caused by the poor opportunities for rewiring. A few
nodes in the Sprint topology are only connected to middle-
level nodes. Hence, the Sprint topology has few candidates
for node Z in Fig. 9. There are few candidates for node X
in Fig. 9 in the Exodus topology because most nodes do not
have three or more links connected to top-level nodes and
they do not have three or more links connected to middle-
level nodes. Note that, the cover ratio in the Ebone topology
improves more than that in the Exodus topology even though
the number of rewirings is the same for both topologies.
This is because the degree of collaboration in Ebone in-
creases more through rewiring than that in Exodus. As sum-
marized in Table 1, the number of nodes and links in Ebone
is less than that in Exodus, but the number of rewirings is
the same as that in Ebone and Exodus. Thus, the degree of
collaboration in Ebone increases more. Because Ebone ob-
tains more collaboration structures under the given number
of nodes and links compared with Exodus through rewiring,
the cover ratio in Ebone is improved more than that in Exo-
dus.

The results in this section indicate that the collabora-

tion structures of topologies characterize reliability, and re-
liability improves to some extent by increasing the number
of collaboration structures.

6. Conclusion

We investigated collaboration structure in router-level
topologies, and found that there were fewer collabora-
tion structures between top-level and middle-level nodes in
router-level topologies than those in transcriptional regu-
lated networks. Because of this, the connectivity of router-
level topology easily deteriorated when node failures oc-
curred. We demonstrated that the reliability of several
topologies improved when the collaboration structures be-
tween top-level nodes and middle-level nodes increased to
find a possible evolutionary path to improve the reliabil-
ity of router-level topologies. However, the improvements
to reliability were limited in Level3, Sprint, and Exodus
topologies. These topologies were extremely reliable before
rewiring. In other words, if original router-level topologies
are not reliable, this is more likely to improve reliability. We
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investigated collaborative structure in router-level topolo-
gies, and found that there were fewer collaborative struc-
tures between top-level and middle-level nodes in router-
level topologies than those in transcriptional regulated net-
works as we have discussed in Ref. [15].

Our future work is to establish network designs based
on collaboration structures for large-scale and reliable
router-level topologies. We investigated the relationship
between collaboration structures and the reliability of net-
works by rewiring links in this research. However, link
rewiring may be impractical for network design because
ISPs do not need to remove old links. Incorporating the
property of collaboration structure to evolving strategies,
such as [16], [17] may be important, but it is left for future
investigations.

Acknowledgements

This work was partly supported by a Grant-in-Aid for Sci-
entific Research (A) 21240004 made by the Japan Society
for the Promotion of Science (JSPS). We would also like
to thank Dr. Nitin Bhardwaj who gave us helpful data on
transcriptional regulatory networks and Mr. Shoi Shi of the
Tokyo University of Science for the productive discussions
he allowed us to have with him.

References

[1] B. Fortz and M. Thorup, “Robust optimization of OSPF/IS-IS
weights,” Proc. International Network Optimization Conference,
pp.225–230, Oct. 2003.

[2] D. Andersen, H. Balakrishnan, F. Kaashoek, and R. Morris, “Re-
silient overlay networks,” SIGCOMM Comput. Commun. Rev.,
vol.32, no.1, pp.66–66, Jan. 2002.

[3] R. Munoz, R. Casellas, R. Martinez, M. Tornatore, and A. Pattavina,
“An experimental study on the effects of outdated control informa-
tion in GMPLS-controlled WSON for shared path protection,” Proc.
ONDM, Feb. 2011.

[4] I.A.K. Jianer Chen and G. Wang, “Hypercube network fault toler-
ance: A probabilistic approach,” Proc. International Conference on
Parallel Processing (ICPP’2002), pp.65–72, Aug. 2002.

[5] A. Greenberg, J.R. Hamilton, N. Jain, S. Kandula, C. Kim, P. Lahiri,
D.A. Maltz, P. Patel, and S. Sengupta, “Vl2: A scalable and flexible
data center network,” Commun. ACM, vol.54, pp.95–104, March
2011.

[6] M. Schlansker, Y. Turner, J. Tourrilhes, and A. Karp, “Ensemble
routing for datacenter networks,” Proc. ACM IEEE Symposium,
2010.

[7] M. Faloutsos, P. Faloutsos, and C. Faloutsos, “On power-law rela-
tionships of the Internet topology,” SIGCOMM Comput. Commun.
Rev., vol.29, no.12, pp.251–262, Aug. 1999.

[8] S. Balaji, L.M. Iyer, L. Aravind, and M.M. Babu, “Uncovering a
hidden distributed architecture behind scale-free transcriptional reg-
ulatory networks,” J. Mol. Biol., vol.360, pp.204–212, April 2006.

[9] N. Bhardwaj, K.K. Yan, and M.B. Gerstein, “Analysis of diverse
regulatory networks in a hierarchical context shows consistent ten-
dencies for collaboration in the middle levels,” PNAS, vol.107,
pp.6841–6846, March 2010.

[10] M.M. Babu, N.M. Luscombe, L. Aravind, M. Gerstein, and S.A.
Teichmann, “Structure and evolution of transcriptional regulatory
networks,” Curr. Opin. Struct. Biol., vol.14, pp.283–291, June 2004.

[11] L. Li, D. Alderson, W. Willinger, and J. Doyle, “A first-principles

approach to understanding the Internet’s router-level topology,” SIG-
COMM Comput. Commun. Rev., vol.34, pp.3–14, Aug. 2004.

[12] N. Spring, R. Mahajan, and D. Wetherall, “Measuring ISP topolo-
gies with rocketfuel,” ACM Trans. Netw., vol.12, pp.2–16, Feb.
2004.

[13] K. Claffy, T.E. Monk, and D. McRobb, “Internet tomography,” Na-
ture, Jan. 1999.

[14] M.E.J. Newman, “Modularity and community structure in net-
works,” PNAS, vol.103, no.23, pp.8577–8582, June 2006.

[15] Y. Nakata, S. Arakawa, and M. Murata, “Analysis of the collabo-
ration structure in router-level topologies,” AFIN, pp.84–89, Aug.
2011.

[16] S. Kim, H. Lee, and W.Y. Lee, “Improving resiliency of network
topology with enhanced evolving strategies,” Proc. CIT, pp.149–
149, Sept. 2006.

[17] W.Y. Lee, S. Kim, H. Lee, and H. Kim, “Enhancing resiliency of net-
works: Evolving strategy vs. multihoming,” J. IEICE, vol.93, no.1,
pp.174–177, Jan. 2010.

Yu Nakata is currently a Master’s student
in Information Science and Technology. His re-
search interest includes complex networks.

Shin’ichi Arakawa Shin’ichi Arakawa re-
ceived M.E. and D.E. degrees in informatics and
mathematical science from Osaka University in
2000 and 2003. From August 2000 to March
2006, he was an Assistant Professor with the
Graduate School of Economics, Osaka Univer-
sity, Japan. In April 2006, he moved to the Grad-
uate School of Information Science and Tech-
nology, Osaka University, Japan. He has been
an Associate Professor from October 2011. His
research interests include optical networks and

complex networks. He is a member of IEEE.

Masayuki Murata received his M.E. and
D.E. in information and computer sciences from
Osaka University in 1984 and 1988. In April
1984, he joined the Tokyo Research Laboratory
of IBM Japan as a Researcher. From Septem-
ber 1987 to January 1989, he was an Assistant
Professor with the Computation Center of Osaka
University. In February 1989, he moved to the
Department of Information and Computer Sci-
ences of the Faculty of Engineering Science of
Osaka University. From 1992 to 1999, he was

an Associate Professor with the Graduate School of Engineering Science
at Osaka University, and since April 1999, he has been a full Professor.
He moved to the Graduate School of Information Science and Technol-
ogy of Osaka University in April 2004. He has had more than 300 papers
published in international and domestic journals and conferences. His re-
search interests include computer communication networks, performance
modeling, and evaluation. He is a Member of IEEE, the Association for
Computing Machinery (ACM), The Internet Society, and IPSJ.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


