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あらまし オーバレイネットワークの性能は下位の IPネットワークの性能に強く依存するため，その性能を計測する

ことは重要である．しかし，大規模オーバレイネットワークでは計測オーバヘッドの増加とパスの重複による計測精

度の低下が問題となる．それに対し，我々の研究グループでは，計測結果の空間的合成手法を提案している．提案手

法は，重複するパスの冗長な計測を避け，経路の長いパスの性能を，経路を分割することによって得られる部分パス

の計測結果から推定するものである．本報告では，パケット廃棄率の計測結果に対する空間的合成手法の推定精度を

向上するための，計測結果の統計処理手法を提案する．提案手法の評価の結果，本報告において提案した 2種類の統

計処理手法によって，推定誤差をそれぞれ 36%，23% 改善できることがわかった．
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Abstract Although most of existing measurement mechanisms for overlay networks employ the full-mesh mea-

surement, the increase in the measurement overhead and the degradation of the measurement accuracy due to path

overlapping become a serious problem. In this report, we propose statistical processing methods of measurement

results to improve estimation accuracy of spatial composition-based measurement method for packet loss ratio. We

introduce a statistical test for measurement results to exclude outliers from spatial composition. We also propose

some statistical indexes for determining whether we should discard the measurement results and reconduct the

measurement. From the evaluation results we find that the proposed methods can decrease the estimation error of

the spatial composition of packet loss ratio by 36% and 23%, respectively.

Key words Overlay network, Network measurement, Spatial composition, Packet loss ratio, Measurement accu-

racy

1. Introduction

Overlay network [1] is defined in this thesis as an upper-

layer logical network constructed upon the under-layer IP

network. Overlay networks are now considered as an effec-

tive means to apply networked application services quickly.

For instance, content delivery network (CDN) such as Net-

Lightning [2] and Akamai [3] distributes overlay nodes (con-

tent servers) over the entire Internet and select appropriate

source and destination hosts according to the network con-

dition when the contents would be moved, duplicated, or

cached.

Due to its fundamental nature of overlay networks, the

characteristics of the overlay path between overlay nodes,

— 1 —



such as IP-level route, latency, bandwidth-related informa-

tion, packet loss ratio, and so on, is not known explicitly in

advance. Therefore, for improving the performance of over-

lay networks, measuring overlay paths is an important task

to obtain real-time and precise condition of overlay paths

constructing the overlay network. Although some measure-

ment mechanisms for overlay networks have been proposed

in the previous works [4], most of them employ the full-mesh

measurement, meaning that all of overlay paths between all

possible node pairs would be monitored. Those methods

are effective for small-scale overlay networks by reducing the

time required for obtaining enough information of overlay

paths. For large-scale overlay networks, however, the in-

crease of the measurement overhead and the decrease of the

measurement accuracy due to path overlapping become a

serious problem. For example, in RON, the measurement

overhead become O(n2), where n is the number of overlay

nodes, therefore, the number of participant overlay nodes is

limited to around 50 [5]. To accommodate large-scale over-

lay networks, we need effective and scalable method for de-

creasing the measurement overhead. Furthermore, when the

number of overlay nodes increases in the network, the mea-

surement conflict [6] due to path overlapping arise as a big

problem. NICE [7] and HMTP [8] can reduce overhead to

(O(n)), however, these do not know performance of all paths

between all overlay nodes, therefore, these are not efficient

to construct overlay networks.

One possible method to overcome these problems is spa-

tial composition [9]～[11], which reduces the measurement

while keeping integrity, is attracted much attention. It avoids

lengthy measurements of an overlapping path by dividing the

path into some sub-paths when multiple overlay paths share

the underlay network route. The performance of the over-

all path is estimated by composing measurement results of

the sub-paths. Generally, if overlay nodes increase in a net-

work, other overlay nodes tend to exist on the overlay paths.

Therefore, by increasing of overlapping path, the measuring

cost becomes decrease. The authors in [10] reported that the

measuring cost becomes 1/4000 at best. However, such es-

timation methods based on spatial composition may include

the additional errors caused by the measurement inaccuracy

of sub-paths. Therefore, we need to assess the estimation

accuracy of the spatial composition-based method and intro-

duce statistical processing to reduce the estimation errors.

In our research group, we proposed the statistical process-

ing method of measurement results to improve estimation

accuracy of spatial composition-based measurement method

for end-to-end latency. It dramatically reduces error of es-

timation, from 88% to 0.6% [12]. However, we have not as-

sessed the performance of the proposed method for packet

loss ratio measurement, although the characteristics of the

end-to-end latency and packet loss ratio is quite different.

In this report, we propose statistical processing methods

of measurement results to improve estimation accuracy of
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図 1 Spatial composition of packet loss ratio

spatial composition-based measurement method for packet

loss ratio. We introduce a statistical test for measurement

results to exclude outliers from spatial composition. We de-

tect outliers from measurement results of sub-path by us-

ing Smirnov-Grubbs’ test. We also propose some statisti-

cal indexes for determining whether we should discard the

measurement results and reconduct the measurement. We

evaluate the effectiveness of the proposed method by using

the actual measurement results obtained on PlanetLab [13]

environment.

2. Spatial composition of measurement

results on overlay networks

Spatial composition method [9]～[11] avoids the lengthy

measurement of an overlay path and estimates the measure-

ment result from measurement results of other overlay paths

related to the original path. In detail, when we can divide the

original path into sub-paths at intermediate overlay node(s),

we spatially compose the measurement result of the original

path from the measurement results of the sub-paths. This

method can greatly decrease the number of measurement

tasks on the overlay network especially when the density of

the overlay node is high.

We show an example of the spatial composition for packet

loss ratio by using Figure 1. In this figure we focus on

the path AC between the overlay nodes A and C, which

passes through the overlay node B. In the normal full-mesh

measurement scenario, we should measure all paths of AC,

AB, and BC. On the other hand, with spatial composition

method, we only measure the paths AB and BC, and esti-

mate the performance of the path AC by using the measure-

ment results of the paths AB and BC.

We denote the actual value of the packet loss ratio on the

overlay path AC as PAC . Similarly, we denote the packet

loss ratios that are measured on the overlay paths AB and

BC as PAB and PBC , respectively. Then, the spatial compo-

sition method estimates the packet loss ratio of the overlay
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path AC, which is denoted as P ′
AC , by using the following

equation.

P ′
AC = 1− (1− PAB)(1− PBC) (1)

For maintaining the measurement accuracy of the spatial

composition method, which is evaluated by the estimation

error defined by the difference between PAC and P ′
AC , we

need enough accurate measurement results for sub-paths,

PAB and PBC in the above case. One possible way to keep

the estimation accuracy is that when we find that the mea-

surement results of sub-paths are not enough accurate we

discard those measurement results from spatial composition.

Furthermore, reconducting the measurement of sub-paths

may be necessary. In the following section, we propose the

statistical processing methods of measurement results to im-

prove the estimation accuracy of spatial composition-based

measurement method for packet loss ratio.

3. Measurement data processing for spa-

tial composition method

We define the packet loss ratio of an overlay path as the

ratio of the number of the lost packets to the total number

of sent packets from the source overlay node to the desti-

nation overlay node. Here, we consider the following two

reasons why the estimation accuracy of the packet loss ratio

by the spatial composition method degrades. One is due to

the processing overhead at intermediate overlay nodes on the

overlay path between source and destination overlay nodes.

In general, overlay nodes on the network routers are imple-

mented by software technologies such as virtual machines on

server computers [14]. Therefore, the intermediate overlay

node may not be able to process packets passing through it-

self due to the temporal increase in the server machine load.

Such packet losses may degrade the estimation results of the

spatial composition method since they are not related to the

changes in the congestion level of the network. Therefore,

we should discard the measurement results in such situa-

tions and reconduct the measurement to obtain the accurate

estimation results.

The other reason is the abrupt changes in the packet loss

ratio itself in the network. Since the objective of the packet

loss ratio measurement in this report is to obtain the infor-

mation of the network condition at steady state, such large

and short-term changes should be removed for spatial com-

position. Note that such abrupt changes in the network con-

dition can be utilized for detecting network failures, that is

out of scope of this report.

In what follows we introduce two methods for measure-

ment data processing. The first method is to exclude out-

liers by statistical test and the second method is to determine

which measurement results are discarded and obtained again

based on the statistical indexes.

3. 1 Statistical test to exclude outliers

We propose a statistical test for measurement results to

exclude outliers from spatial composition. We assume that

a measurement result X for a certain overlay path can be

divided into multiple results X1, X2, . . . , Xn. For example,

when the packet loss ratio is measured by sending 10,000

probe packets, we divide it into ten measurement results,

each of which has 1,000 probe packets. We detect out-

liers from measurement results by using Smirnov-Grubbs’

test [15]. For the statistical test, we set up the following null

hypothesis and alternative hypothesis as H0 and H1, and

conduct one-tailed test with the significance level of α.

Null hypothesis H0: There are no outlier in the measure-

ment results.

Alternative hypothesis H1: The largest value in the mea-

surement results is an outlier.

The detailed algorithm is as follows;

（ 1） Prepare the measurement results of the packet loss

ratio as X1, X2, . . . , Xn.

（ 2） Calculate the mean value X̄ and the unbiased vari-

ance U of X1, X2, . . . , Xn.

（ 3） For the largest value Xi in X1, X2, . . . , Xn, calculate

Ti as follows.

Ti =
|Xi −X|√

U
(2)

（ 4） From the number of data n and the significance level

α, calculate the critical value t as follows.

t = (n− 1)

√
t′2

n(n− 2) + nt′
(3)

In addition, t′ is the (1 − 100α/n)th percentile of the t-

distribution with n− 2 degrees of freedom.

（ 5） Determine whether H0 is rejected or not as follows.

• When Ti < t, H0 is not rejected. That is, we deter-

mine that Xi is not an outlier and terminate the procedure

algorithm.

• When Ti >= t, H0 is rejected. That is, we determine

that Xi is an outlier and remove Xi from data set. Fur-

thermore, for testing additional outliers, go back to the step

2.

3. 2 Statistical indexes for finding inaccurate mea-

surement results

We also introduce some statistical indexes for determining

whether we should discard the whole measurement results of

a certain overlay path and reconduct the measurement. We

have investigated many candidates for the statistical index

for this purpose and selected the following indexes appropri-

ate for the spatial composition method of packet loss ratio.

Here, we denote the mean value and the standard devia-

tion of the measurement results X1,X2, . . . , Xn as X̄ and σ,

respectively. We also denote the maximum and minimum

values in X1, X2, . . . , Xn by Xmax and Xmin, respectively.

• I1 = σ
X̄

• I2 = Xmax−Xmin
X̄

• I3 = Xmax
X̄
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Note that the first index, I1, means the coefficient of varia-

tion of X1, X2, . . . , Xn. For each measurement result of the

overlay path, when one and more of the above indexes are

large, we determine that the estimation accuracy would de-

grade when using the measurement results for spatial compo-

sition. So, we discard the measurement results and reconduct

the measurement, or the measure the original path itself.

4. Performance evaluation

4. 1 Methodology

For evaluating the performance of our proposed method

explained in Section 3., we utilized measurement results of

packet loss ratio between nodes on the PlanetLab [13]. For

measuring the packet loss ratio we used a UDP-based prob-

ing software. The detailed steps for measuring packet loss

ratio for a certain path is as follows.

（ 1） Choose three PlanetLab nodes as the node A, B and

C.

（ 2） Send 2,500 UDP packets from node A to node C via

node B at 1.0 second intervals.

（ 3） Send 2,500 UDP packets from node A to node B at

1.0 second intervals.

（ 4） Send 2,500 UDP packets from node B to node C at

1.0 second intervals.

（ 5） Repeat steps 2, 3, and 4 20 times.

Note that we control the path between nodes A and C at the

application layer so that it traverses node B. In each step,

the sending node sends 2,500 UDP packets to the receiving

node and the receiving node echo the UDP packet back to

the sending node just for the confirmation of receipt of the

packet. Then the sending node calculates the packet loss ra-

tio based on the number of sent packets and that of received

echo packets. The total number of probe packets is 50,000,

which is divided into twenty sub-results, each of which has

2,500 probe packets. Here, we define one data set as the

measurement results of paths AC, AB, and BC from three

PlanetLab nodes A, B, and C. We utilize 3,348 data sets with

different combinations of three PlanetLab nodes. The mea-

surements were conducted from 21st January to 30th May

in 2012.

We denote the actual value of the packet loss ratio on the

overlay path AC as PAC , and the estimated value of the

packet loss ratio on the overlay path AC by the spatial com-

position method as P ′
AC . Then, we define the estimation

error E as the following equation.

E = | log10 P
′
AC − log10 PAC | (4)

For the evaluation of the statistical indexes explained in

Subsection 3. 2, we do not reconduct the measurement even

when the measurement results are determined to be inaccu-

rate. Instead, we just discard the measurement results and

evaluate the average estimation error of the remaining mea-

surement results.
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図 2 Estimation error distribution

4. 2 Estimation error distribution

We first investigate the estimation error when the data pro-

cessing methods explained in Subsections 3. 1 and 3. 2 are not

utilized. Figure 2 shows the distribution of the estimation

error of the spatial composition method for all paths. From

this figure we can observe that most results of the estima-

tion error is less than 1.0, but there are some results with

very large estimation error (> 2.0). We assessed such results

in detail and found the following two major reasons for the

large estimation error.

• One or two measurement results out of the twenty

measurement results of 2,500 probe packets has large packet

loss ratio compared with others.

• The actual packet loss ratio of the path AC, PAC , is

quite larger than the estimated value, P ′
AC .

In what follows, we show the results of introducing the data

processing methods in Subsections 3. 1 and 3. 2 to decrease

the estimation error.

4. 3 Evaluation of the statistical indexes for dis-

carding the measurement results

We first evaluate the performance of the statistical indexes

for discarding the measurement results proposed in Subsec-

tion 3. 2. Here, for each index I1, I2, and I3, we first sort

the measured paths in the order of the index value. We then

remove the measurement results of the paths one-by-one ac-

cording to the order oand evaluate the estimation error for

remaining measurement results.

Figures 3 shows the evaluation results for the index I1.

Note that the results with the indexes I2 and I3 have the

similar tendency. In each figure we have three graphs plot-

ting the changes in the mean value, 90th percentile value,

and the worst value of the estimation errors. In these figures

we plot the results when we remove the measurement data

based on the measurement results of the receiver-side sub-

path (path BC in Figure 1). We can see from these figures

that for the removal of around 100 data sets, the estimation

error distribution remain almost unchanged. This is because

some paths have extremely large estimation errors. In de-
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図 3 Effect of the measurement data removal based on the index I1

tail, in such paths, 19 out of 20 measurement results has

zero packet loss ratio, and the remaining one measurement

has only one packet loss in 2,500 probe packets. Such ex-

treme case has large effect on the overall estimation error

distribution.

However, when the number of removed data sets increases,

the mean and 90th percentile values of the estimation error

decrease significantly. This means that the proposed method

has positive effect on decreasing the estimation error in the

spatial composition of packet loss ratio. On the other hand,

for the worst value of the estimation error, the proposed

method has almost no effect. We believe that such worst

values should be detected by other methods. One possible

way is to utilize other metrics than packet loss ratio itself,

such as the latency. This is one of our important future work.

4. 4 Evaluation the effect of the statistical test

We next evaluate the effect of the statistical test proposed

in Subsection 3. 1. Figure 4 plots the distribution of the es-

timation error with various values of α, that represents the

significance level. In the figure we show the overall distribu-

tion In Figure 4(a) and the magnified distribution when in

Figure 4(b) to observe the effect of α clearly. We also plot

the case when we do not apply the statistical test. Also, in

Figure 5, we plot the mean value and 90th percentile value

of the estimation errors as a function of α. From these fig-

ures we can observe that the statistical test can improve the

estimation error significantly. In detail, we can decrease the

mean estimation error by 25.8% and 90th percentile value by

36.1% when we set α to 0.064.

We also confirm that we should set the value of α carefully

since too large or too small value of α degrades the perfor-

mance of the proposed method. This is because when we

utilize too large value of α we remove the measurement data

which is considered not to be an outlier. On the other hand,

with too small value of α we can not remove the outliers that

should actually be removed.

We also investigate the effect of the statistical test on the

performance of the statistical indexes for discarding the mea-

surement results. Figure 6 shows the changes in the mean

estimation errors as a function of the number of removed

data sets after applying the statistical test with various val-

ues of α. From these figures we can see that the statistical
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図 4 Estimation error distribution with various values of α

test largely affects the performance of the statistical indexes

for discarding the measurement results and decreases the es-

timation error largely, especially for the mean and 90th per-

centile values. On the other hand, the worst value of the

estimation error can not be decreased even with the statis-

tical test. This again shows the limitation of the proposed

methods in this report. We also see that the best setting

of α is around 0.064, which is identical to the results in the

estimation error distribution shown in Figure 4.
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図 6 Effect of the measurement data removal based on index I1 after statistical test
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5. Conclusions and future works

In this report, we proposed and evaluated the statistical

processing methods of measurement results on the overlay

paths to improve estimation accuracy of spatial composition-

based measurement method for packet loss ratio. One of

these methods is a statistical test for measurement results

to exclude outliers from spatial composition. This method

excludes outliers from measurement results of packet loss ra-

tio. We showed this method reduces the estimation error,

especially, when we set the significance level to 0.064, this

method reduces the mean and 90th percentile estimation

value of the estimation error by 25.8% and 36.1% , respec-

tively. The other method is some statistical indexes for deter-

mining whether we should discard the measurement results

and reconduct the measurement. We showed this method

reduce the mean and 90th percentile estimation value of the

estimation error significantly when the number of removed

data sets increases.

For future works, we plan to evaluate estimation accuracy

of spatial composition-based measurement method for other

metrics, for example, TCP throughput or available band-

width. We also plan to evaluate the proposed method by

using various measurement results in addition to those ob-

tained in PlanetLab environment.
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