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Communication Feature Extraction from Android Applications

NAKANO YUUSUKEY2®)  KaMmIiyAMA Noriakih2 Suiomoto KoHer! Hasecawa Go?
MURATA MASAYUKI?

Abstract: Due to expansion of smartphone, mobile network load is increasing these days. Smartphone users
are allowed to install various applications into their smartphones freely. These applications are made and
provided by anyone even if he/she is not a telecommunications carrier. Thus, mobile network load is thought
to be increasing because of expansion of applications designed in mind the load reduction. In this paper, we
propose a method for extracting communication features from Android applications by reverse engineering
the applications to make it possible to classify packets sent by various applications according to applications.
The extracted features have content of each packet and sequence of the packets. To evaluate the effectiveness
of the proposed method, we determined if the features extracted from an Android application using the

proposed method correspond to actual packets sent by the application.
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Fig. 2 Extraction of communication methods flow
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