
���������

�

� �0� ��� .�� �-� /*† �!$ �+† 
&� ',† ��� �)�

���"�� �����(�#%(
† ����
	������*��,#%�

"#'�
������)(������	!�

� YV:� ����'
,BN�M]\R!DZ
� M]�X6�����YV:�6PU�YV�QK

� ��$&��)(������%�
� /(*.
(��\RT�0P#$"�CJ�����H8��
-4C21!@9
� \R�YV:����DZ� ���=;&-4C21<?�[L

� H)*5
%.
(��>E!HF�����M]\R!HI
� ������
 2���)(���

� ����'
,� �����>E!A��M]\R!DZ
� ����'
,�9� �����>E!:����ST�G�WO

1

C&C'
,

M]\R

HTTP >E!A��
M]\R�DZ

��� �������� ����
�	���


� *.����CP	� ��� �-��� �
���48
Ø:A69H�5����
GFAI�
�2(/� �=J

�	���
��������

2

$"��,��2 �2!)���
���H

*.���
 ,&��

	���
����

�����

Web(0��

C&C��%

#� 1��
 ,&��

>LKD<;

�2(/� 

*.����2(.

BotProfiler
���(1: B?T
(0'��-2�

���(2: 
�2(/� 48

BotProfiler
���(3: M@T
(0'��-2�

���(4:
�2(/� 
*��2�

Path: /images/<str;5>.<str;3>
Query: ?<str;2>=<int;5>
UserAgent: Opera/<int;1>.<int;2> 
(Windows <str;2> <int;1>.<int;1>)
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http://example1.com/gif/<str; 1>/…
http://example2.com/<str; 3>.exe
http://example3.com/<str; 4>/hoge
http://example1.com/gif/<str; 1>/…

…
http://example3.com/<str; 4>/hoge
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http://template1/gif/<str; 5>/…
http://template2/<str; 3>.php
http://template3/<str; 4>/huga/…
http://template1/gif/<str; 5>/…

…
http://template3/<str; 4>/huga/…
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http://template1/gif/<str; 5>/…     : 3
http://template2/<str; 3>.php : 4
http://template3/<str; 4>/huga/… : 8
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Si HTTP ?/.16t Si HTTP ?/.16t

hT 2017/8/1 – 2017/12/31 656,714 2018/1/1 – 2018/3/31 442,532

cT - - 2018/3/1 – 2018/3/31 293,120
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!" 0.87 0.90 0.93

TPR

BotProfiler without RP 87.42% 30.48% 29.28%

Proposed

!#
0.30 95.23% 94.35% 92.94%

0.78 87.87% 86.12% 84.69%

0.87 - 84.23% 82.77%

FPR

BotProfiler without RP 3.02% 2.79% 0.42%

Proposed

!#
0.30 4.06% 3.90% 2.03%

0.78 3.18% 3.02% 1.14%

0.87 - 2.75% 0.88%
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