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Template #1
Path: /logos_<str;1>.gif

Query: <hex;6>=<int;7>

UserAgent: Opera/<int;1>.<int;2> 

(Windows NT <int;1> .<int;1>; <str;1>; en)
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[1] D. Chiba, T. Yagi, M. Akiyama, K. Aoki, T. Hariu, and S. Goto, “Botprofiler: Detecting malware-infected hosts by profiling variability of malicious infrastructure,”

IEICE Transactions on Communications, vol. 99, no. 5, pp. 1012–1023, 2016.
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http://example1.com/gif/<str; 1>/…
http://example2.com/<str; 3>.exe
http://example3.com/<str; 4>/hoge
http://example1.com/gif/<str; 1>/…

…
http://example3.com/<str; 4>/hoge
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http://template1/gif/<str; 5>/…
http://template2/<str; 3>.php
http://template3/<str; 4>/huga/…
http://template1/gif/<str; 5>/…

…
http://template3/<str; 4>/huga/…
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http://template1/gif/<str; 5>/…     : 3
http://template2/<str; 3>.php : 4
http://template3/<str; 4>/huga/… : 8
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S"#$% ℎ, ( ≥ *+�
HTTP ������4.

HTTP �����8
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\S HTTP F6R8=a \S HTTP F6R8=a

t^ 2017/8/1 – 2017/12/31 656,714 2018/1/1 – 2018/3/31 442,532

m^ 2017/12/1 – 2017/12/31 291,343 2018/1/1 – 2018/3/31 876,778
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Honeyclient Sandbox Malware 
traffic

Template generation environment

Deployment network

Web proxy

C&C server

Network 
traffic

Malware 
infected 

hosts report

Single 
template

Malware samples

�Variability 
profiling

�Single template 
generation
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matching
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generation

Group template 
matching

Group template

BotProfiler

Our Method

HTTP requests
group generation


