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Abstract A cyberattack to operate home IoT devices by attackers is a serious problem, which may damage the
users. We have proposed a method to detect anomalous operations of home IoT devices by learning the users dai-
ly-life behaviors. However, the method needs to collect sufficient amount of users’ behavior dataset. Before sufficient
amount of dataset is collected, the method misdetects many legitimate operations. One approach to avoiding such
misdetections is to use dataset collected in the other users’ homes that have similar lifestyle. But, users do not
want to share their private information. In this paper, we propose a framework to utilize the similar users’ behavior
data without sharing their private data. In this framework, each home has an agent to learn their behaviors and
detect anomalous operations. When detecting anomalous operations, each agent cooperate with each other without
sharing their private information.
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